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Notices
This CP conforms to a ll or parts of the following s tandards :

 RFC3647: Inte rne t X.509 Public Key Infras tructure - Certifica te Policy and
Certifica tion Practice S ta tement Framework.

 RFC6960: Inte rne t X.509 Public Key Infras tructure - Online Certifica te S ta tus
Protocol - OCSP

 ITU-T X.509 V3(1997): Information Technology - Open Sys tems Inte rconnection
– Directory: Authentica tion Framework.

 RFC 5280: Inte rne t X.509 Public Key Infras tructure - Certifica te and CRL
Structure

 GB/T 20518-2018: Information Security Technology – Public Key Infras tructure –
Digita l Certifica te Format

 GB/T 26855-2011: Information Security Technology - Public Key Infras tructure -
Framework for Certifica te Policy and Certifica tion Practice S ta tement

 GB/T 20518-2018: Information Security Technology - Public Key Infras tructure -
Format of Digita l Certifica tes

 GB/T 25056-2018: Information Security Technology - Cryptographic and Rela ted
Security Technica l Specifica tions for Certifica te Authority Sys tems

 GB/T 19713-2025: Cybersecurity Technology - Public Key Infras tructure - Online
Certifica te S ta tus Protocol

This CP has been submitted to the independent audit ins titution to perform assessment
in accordance with AICPA / CICAWebTrus t for Certifica tion Authority. If this CP complies
with the above auditing s tandards ,the result will be published a t www.sheca .com.

http://www.sheca.com
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1. Introduction

UniTrus t Ne twork Trus t Service Hie ra rchy is an open public key infras tructure (ca lled
UniTrus t) cons tructed and opera ted by Shangha i Electronic Certifica tion Authority Co., ltd
(acronymed SHECA), which provides e lectronic ce rtifica tion se rvices based on digita l
ce rtifica te . SHECA, es tablished as the third-party e lectronic ce rtifica tion authority in
accordance with "People’s Republic of China Electronic S igna ture Law ", is committed to
crea te harmonious ne twork environment and to provide secure , re liable , trus tworthy digita l
ce rtifica te se rvices .

This document ca lled UniTrus t Ne twork Trus t Service Hie ra rchy Certifica te
Policies (acronymed UNTSH CP), is UniTrus t digita l ce rtifica te se rvice policy s ta tement
tha t is applied to a ll digita l ce rtifica tes is sued and managed by UNTSH and its re levant
participants . Certifica te Policies is a named rule se t used for indica ting the adaptability of
ce rtifica te for a specific body and(or)the applica tion type tha t has the s imila r security
requirements . Re lying Party utilizes Certifica te Policies to de te rmine whe ther the
certifica te (and its binding)is trus tworthy enough or not, or whe ther it is applied to a
specific applica tion. This CP se ts forth bus iness , lega l and technica l requirements and
specifica tions for ce rtifica te applica tion, is suance , management, usage , revoca tion,
renewal and re la ted trus t se rvices provided for a ll pa rticipants within the UNTSH. These
specifica tions protect the security and integrity of ce rtifica te se rvice and comprise a s ingle
se t of rules tha t apply cons is tently UNTSH-wide , the re fore offe ring assurances of uniform
trus t throughout the UNTSH. The CP is not a lega l agreements be tween SHECA and
UNTSH participants ;ra the r, contractua l rights and obliga tions be tween SHECA and
UNTSH participants a re es tablished by means of agreements with such participants .

This document is ta rge ted a t:

 UNTSH certifica tion se rvice providers who have to opera te in te rms of the ir own
Certifica tion Practices S ta tement (CPS) tha t complies with the requirements la id
down by the CP

 UNTSH certifica te Subscribe rs who need to unders tand how they are
authentica ted, wha t the ir rights and obliga tions a re as UNTSH subscribe rs and
how they are protected under the UNTSH

 Relying partie s , who need to unders tand how much trus t to place in a UNTSH
certifica te or a digita l s igna ture us ing tha t ce rtifica te

The CP does not govern any services outs ide the UNTSH. For example , SHECA
es tablishes the inte rna l CA for some ente rprises or organiza tions who are respons ible for
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opera ting.

The CP meets the requirements of s tructure and content in Certifica te Policies and
Certifica tion Practice S ta tement RFC3647 from The Inte rne t Engineering Task Force
(ca lled IETF),and makes appropria te changes in accordance with Chinese laws and
regula tions toge the r with opera tiona l requirements of SHECA.
SHECA conforms to the la tes t ve rs ion of CA/Browser Forum Base line Requirements ,
S /MIME Base line Requirements and Code Signing Base line Requirements for the
Issuance and Management of Publicly – Trus ted Certifica tes published a t
www.cabforum.org. In case tha t a discrepancy arises be tween inte rpre ta tions of this
document and above Base line Requirements , the la tte r sha ll govern.

1.1.Overview

As the highes t policy, this CP provides a bas is of management, opera tion and
specifica tion for ce rtifica tions within the entire UNTSH, and de te rmines a limita tive range
and bas ic provis ions for the re la tionships of rights and obliga tions be tween the UNTSH
participants . The CP es tablishes UNTSH root ce rtifica te framework, life -cycle , usage ,
re liance and manageria l role , respons ibility, procedure , as well as re la ted subjects ' dutie s .
As a opera tor of root ce rtifica te , SHECA manages the classes of root ce rtifica tes under
the UNTSH. The CP se ts forth the opera tiona l procedures of a ll ce rtifica tes and its
re levant se rvices under the UNTSH, and gives the bus iness , technica l and lega l
requirements to perform these procedures in security and integrity.

As a Certifica tion Authority (CA), SHECA genera tes root ce rtifica tes and subordina te
ce rtifica tes under the res triction of the CP, and issues ce rtifica tes to subscribe rs .
Regis tra tion Authoritie s (RAs) a re entitie s which authentica te ce rtifica te reques ts under
the UNTSH, and SHECA acts as an RA. Ente rprises and organiza tion a lso act as RAs,
authentica ting certifica te reques ts for the ir re levant use rs by ente ring into contractua l
re la tionship with SHECA. Based on diffe rent types and applica tion scope , Digita l
Certifica tes may be used by Subscribe rs to secure webs ite s , digita lly s ign code , digita lly
s ign documents and e-mails , and other diffe rent applica tions . Re lying Party could decide
whe ther to trus t a ce rtifica te in accordance with the requirements of the re lying party’s
obliga tion in this CP. SHECA Certifica tion Practice S ta tement e labora tes the certifica te
SHECA as a e lectronic ce rtifica tion authority provides , and how to provide certifica te and
take corresponding manageria l, opera tiona l and security measures . All ce rtifica te
subscribe rs and re lying partie s under the UNTSH must re fe r to the provis ions of the CP
and its re levant CPS in order to de te rmine the usage and re liability of ce rtifica te .

This CP sha ll be audited continuous ly by an independent third party, and SHECA will
publish audit results a t www.sheca .com.
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1.1.1.UNTSH Framework

The CP is the highes t s tra tegy, ce rtifica tion authority (CA)under the UNTSH formula tes
CPS in accordance with CP.RA authentica tes ce rtifica te reques ts according to the CP and
its re la ted CPS,and subscribe rs ,re lying partie s a long with other corre la tive entitie s
de te rmine the usage , whe ther to trus t it and other re la ted obliga tions of ce rtifica te on the
bas is of the CP and its re la ted CPS.UNTSH includes root CA,Subordina te CA,re la ted RA,
Regis tra tion Authority Termina l and other re levant authorized se rvice entitie s ,and those
entitie s a re se rvice subjects a t diffe rent classes within UNTSH. All se rvices and
management re la ted with certifica tes within UNTSH perform and implement the
requirements of the CP and its corresponding CPS in integrity, accuracy and entire ty.

1.1.2.UNTSH Structure of Certificate Classes

UNTSH has 17 root ce rtifica tes a t present.All of them are se lf-is sued, opera ted and
managed by SHECA. Each root ce rtifica te authorizes subordina te ce rtifica te authoritie s to
issue certifica tes to subscribe rs .

PKI hie ra rchica l a rchitecture within Unitrus t NTSH includes the following root CAs:

 UCA Root

 UCA Root G2

 UCA Root SM2

 UCA Rapid Root

 UCA Rapid SM2 Root

 UniTrust Global Root CA R3

All inte rmedia te ce rtifica tion authoritie s a re subordina ted to the ir roots . All the above root
CAs and the ir sub CAs are subject to Unitrus t NTSH PKI hie ra rchica l. De ta iled
information of the CA certifica tes is disclosed on SHECA ’s repos itory:
https ://www.sheca .com/repos itory/

1.1.3.UNTSH certificate trust leve l

UNTSH sha ll is sue certifica tes through s trict identifica tion. All subjects : individua l,
organiza tion or facility and so on, mus t offe r mate ria ls to confirm its actua l exis tence .
Bes ides , for organiza tion certifica tes and facility ce rtifica tes , authoriza tion documents of
the organiza tion are required as well.

From leve l of trus t, ce rtifica tes is sued by each root CA under the UNTSH are in common

UCA Root

UCA Root G2

UCAGlobal G2 Root

UCA Extended Validation Root

UCA Root SM2

UniTrust Global Root CA R1

UniTrust Global Root CA R2

UniTrust Global Root CA R3

UCAGlobal Root

UniTrust Global TLS RSA Root CA R1

UniTrust Global TLS ECC Root CA R2

UniTrust Global SMIME RSA Root CA R1

UniTrust Global SMIME ECC Root CA R2

UniTrust Global Code Signing RSA Root CA R1

UniTrust Global Code Signing ECC Root CA R2

UniTrust Global Time Stamping RSA Root CA R1

UniTrust Global Time Stamping ECC Root CA R2

UCAGlobal G2 Root is cross s igned by Certum Trusted

Network CA.

UniTrust Global TLS RSA Root CA R1 is cross s igned by

UCAGlobal G2 Root.

UniTrust Global TLS ECC Root CA R2 is cross s igned by

UCAGlobal G2 Root.

删除[C]:

(including cross -s igned CAs)删除[C]:
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use . All ce rtifica tes could be trus ted, no diffe rence in security leve ls and no specific leve l
of trus t. However, diffe rent type of ce rtifica te , for dive rse ce rtifica te subjects , the
corresponding applica tion requirements a re diffe rent, a s a result, a ll ce rtifica tes should be
used appropria te ly.

1.2.Document Name and Identification

This document is the UniTrus t Ne twork Trus t Service Hie ra rchy Certifica te Policies , ca lled
UNTSH CP for short. Object Identifie r (OID) is 1.2.156.112570.1.0.1.

1.3.PKI Participants

1.3.1.Electronic Certification Authoritie s

Electronic ce rtifica tion authority is the entity tha t is sues ce rtifica tes . SHECA is e lectronic
ce rtifica te authority es tablished by law in charge of cons tructing and opera ting UNTSH.
The s tructure of UNTSH is a multi-class mode l, and UNTSH has multiple entitie s tha t
could issue certifica tes , including various root CA and subordina te CA. These CA could
issue certifica tes . Genera lly, root CA only issues ce rtifica tes to subordina te CA, and
subordina te CA could issue certifica tes to end-use r subscribe rs or othe r CA. The UNTSH
CA issue certifica tes to a ll pa rtie s (he rea fte r ca lled subjects or entitie s , including
organiza tions , individua ls and other subjects or entitie s tha t the ir identitie s a re marked
clea rly could act as subjects or entitie s as cla imed in this CP) who participa te in e lectronic
government, e lectronic commerce and other a ffa irs to ensure tha t the public key
correspond with subject’s identity unique ly.

As the main opera tor, SHECA is respons ible for editing and publishing UNTSH CP,
publishing Certifica te Revoca tion Lis t and Certifica te Trus t Cha in, and managing
Certifica te Life -Cycle , including Certifica te Issuance , Revoca tion, Renewal, s ta tus check
and verifica tion, directory se rvices e tc. Also, SHECA manages a ll subordina te RAs.

1.3.2.RA

A Regis tra tion Authority is an entity tha t pe rforms identifica tion and authentica tion of
ce rtifica te applicants for end-use r ce rtifica tes , initia te s or passes a long revoca tion
reques ts for ce rtifica tes for end-use r ce rtifica tes , and approves applica tions for renewal or
re -keying certifica tes on beha lf of a UNTSH CA. UNTSH RA could be e ithe r a subordina te
part of CA, des igna ted by SHECA, or independent of the CA, authorized and de lega ted by
re la ted agreements be tween SHECA and re levant organiza tions .

All se lf-defined Object Identifie r (OID) of SHECA is lis ted

as be low:
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RA must perform certifica te se rvices under the approva l and authoriza tion of SHECA in
accordance with the procedures and requirements of the CP and corresponding CPS.
SHECA must assess RA appropria te ly to confirm tha t the duty could be performed
properly.
Especia lly, the exte rna l RA do not involve SSL certifica te and code s igning certifica te .
SHECA would not authorize the exte rna l RA to va lida te the information which supplied to
apply for a SSL/code s igning certifica te and issue a SSL/code s igning certifica te .

1.3.3. Subscribers

Subscribe rs , the entitie s tha t rece ive certifica tes from CA, include individua ls and
organiza tions accepting certifica tes from UNTSH. Subscribe rs a re a lways not applicants ,
in this case , applicants need to ensure tha t they have obta ined explicit and appropria te
authoriza tion. Individua l is divided into na tura l pe rson and person in organiza tion.
Organiza tion conta ins a ll kinds of government organiza tions , ente rprises and ins titutions
and other socia l organiza tions , genera lly speaking, an organiza tion has the s ta tus of a
lega l pe rson and organiza tion code . For equipment ce rtifica tes , due to the particula rity of
the main body involved in certifica tes , subscribe rs a re usua lly organiza tions or individua ls
tha t have the equipment assuming the corresponding obliga tions .

In the applica tions of e lectronic government a ffa irs , because of some requirements of
specific applica tions , a government agency applies for ce rtifica tes for some specific
groups of use rs , and it may be inconvenient or unava ilable for the government agency to
provide de ta iled, integra l information about identifica tion of use rs . For such users , the
government agency need to offe r a description of subscribe r’s identity, and assure the
authenticity of the ir identitie s and submit it to SHECA in written form.

1.3.4.Re lying Parties

A Relying Party is an individua l or entity tha t acts in re liance of a ce rtifica te and/or use a
public key to verify a digita l s igna ture . A Relying Party mayor may not a lso be a
subscribe r.

To trus t or verify a certifica te , a re lying party mus t verify information of ce rtifica te
revoca tion, including Certifica te Revoca tion Lis t (CRL), query, OCSP check and other
queries . Re lying Party mus t trus t a ce rtifica te a fte r reviewing reasonably.

1.3.5.Other participants

In the provis ion of ce rtifica te se rvices , organiza tions tha t offe r query and verifica tion of
organiza tion or individua l information and/or othe r extra information could be the
coopera tor ass is ting in verifying the information of ce rtifica te applica tions .
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Some RAs are not approved by SHECA, but the organiza tions apply for ce rtifica tes , ve rify
ce rtifica te information and pay for ce rtifica te cos t for a specific group, known as Certifica te
Advance Vendor. SHECA could provide certifica te se rvices required for specific use rs by
ente ring into the agreement with Advance Vendor. The Advance Vendor and its specific
ce rtifica te subscribe rs sha ll comply with the provis ions of this CP.

1.4.Certificate Usage

Under the circumstances where the CP or CPS describes the diffe rent leve ls of assurance ,
this s tipula tion could describe diffe rent type of applica tions applicable or non-applicable
for diffe rent leve ls of assurance .

1.4.1.Appropriate Certificate Usages

Certifica tes is sued by SHECA are universa l ce rtifica tes not res tricted to specific purposes
or scopes . They can be applied in various online activitie s such as e -government,
e -commerce , and socia l management to achieve purposes like identity authentica tion and
e lectronic s igna tures . Depending on the certifica te type , each certifica te has its applicable
uses . For example , individua l ce rtifica tes can be used for sending s igned/encrypted
emails and persona l online banking se rvices ; organiza tion certifica tes a re employed for
B2B transactions and online tax filing; device ce rtifica tes se rve to identify device identitie s
and encrypt communica tion channe ls . These applica tions a re permiss ible unless
othe rwise res tricted by applicable laws , regula tions , or na tiona l policies .
SHECA’s Subscribe r ce rtifica tes could mee t the following security requirements in te rm of
the function:

 Identifica tion-to ensure tha t the identity of ce rtifica te holder subject to trus t
se rvices of SHECA is legitima te .

 Verifying the integrity of messages to ensure whe ther messages a re modified
during de live ry, and whether messages sent a re cons is tent with ones rece ived
as digita l ce rtifica tes and digita l s igna tures a re used.

 Verifying digita l s igna tures –Verifying digita l s igna tures tha t is the evidence of
Non-repudia tion of transactions trus t body. It mus t be pointed out tha t for any
e lectronic communica tions or transactions , non-repudia tion should be ruled
based on the laws and the measures for solving disputes .

 Confidentia lity of information transmiss ion-confidentia lity ensures tha t
messages de live red be tween senders and rece ive r a re confidentia l, and will
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not be disclosed to others who are not authorized lega lly. But SHECA sha ll not
assume corresponding respons ibilitie s and obliga tions for confidentia l incidents .
For any direct and indirect damages and losses led by confidentia lity purposes ,
SHECA sha ll not assume respons ibilitie s .

Subscribe rs , Re lying Partie s and other subjects could judge by themse lves on the bas is of
the actua l needs to decide us ing corresponding and appropria te ce rtifica tes , unders tand
the types of applica tion, the range of applica tion, and se lect the ir own applica tions .

1.4.1.1 Individual Certificates

Individua l ce rtifica tes , including persona l use r ce rtifica tes and organiza tiona l employee
certifica tes , can be used in scenarios requiring the dis tinction, identifica tion, and
authentica tion of individua l identitie s . They are suitable for se rvices such as persona l
identity authentica tion, e lectronic s igna tures , and da ta encryption .

1.4.1.2 Organization Certificates

Organiza tion certifica tes , including ins titutiona l unit ce rtifica tes and lega l representa tive
ce rtifica tes , can be used in scenarios requiring the dis tinction, identifica tion, and
authentica tion of ins titutiona l identitie s . They are suitable for se rvices such as
organiza tiona l identity authentica tion, e lectronic s igna tures , and da ta encryption .

1.4.1.3 Device Certificates

Device certifica tes a re used to identify domain names (e .g., se rve r ce rtifica tes ) or device
identitie s such as se rvers . They enable domain name authentica tion for individua ls or
ente rprises , device identity authentica tion, da ta encryption and decryption, and
information s igning, the reby providing proof of information origin and ensuring
confidentia lity and integrity .
Entitie s such as ce rtifica te applicants , subscribe rs , and re lying partie s may independently
de te rmine and decide on the appropria te ce rtifica te type based on actua l needs ,
unders tand the certifica te ’s applica tion type and scope , and choose the ir own applica tion
methods . Any use of ce rtifica tes beyond the provis ions of this CPS and the corresponding
CP sha ll not be protected under this CPS, and SHECA provides no warranty or guarantee
for such usage

1.4.2. Prohibited Certificate Uses

Certifica tes sha ll be used only to the extent the use is cons is tent with the subjects
represented by certifica te . For example , individua l ce rtifica tes could not be used as

Identity Certificate Usage

Identity certifica tes is divided into identity certifica tes I

and identity certifica tes II, identifying various types of

organiza tions , individua ls and facilitie s , could be applied

to a ll kinds of e lectronic government, e lectronic

commerce affa irs and other socia l activities , such as ,

online transactions , payment, reporting, management,

bus iness , access control and other applica tions .

Identity Certifica tes I only use a pa ir of key-pa ir for

s igning, verifying s igna tures , encrypting and decrypting

information.

Identity Certifica tes II use two pa irs of key-pa ir, one is

s igna ture key pa ir used to s ign and verify s igna tures ; the

other is encryption key pa ir used to encrypt and decrypt

information.

E-mail Certificate Usage

Based on diffe rent security leve ls and authentica tion

methods of the issued certifica tes , the Email Certifica tes

include : Mailbox-va lida ted Email Certifica tes ,

Sponsor-va lida ted Email Certifica tes , Individua l-va lida ted

Email Certifica tes and Organiza tion-va lida ted Email

Certifica tes . The Mailbox-va lida ted Email Certifica te only

verifies the ownership and control of the email address

and does not verify the true identity of the email address

owner, which can ensure the integrity of the email content

without be ing read and tampered by others during the

email transmiss ion procedure . The Sponsor-va lida ted

Email Certifica te is the most common type of email

ce rtifica tes , often issued by an Enterprise to its

employees , and the Subject includes organiza tion de ta ils

as well as a ttributes of the 'sponsored' individua ls . The

Individua l-va lida ted Email Certifica te specifica lly verifies

the ownership and control of persona l email address as

well as the true identity of person to which the email

be longs . The Organiza tion-va lida ted Email Certifica te

verifies the ownership and control of the organiza tion

email address as well as the true identity of the

organiza tion to which the email address be longs .

The S/MlME Email Certifica tes a re mainly used for digita l

s igna ture and encryption of e-mails . They can not only

ensure the identity authenticity of the email sender, but

a lso ensure tha t the email content is not read or

tampered by others during the email transmiss ion

procedure and is verified by the email recipient so as to

ensure its integrity.

Code Signing Certificate Usage

Code Signing Certifica te authentica tes the source or

owner of the software code , only is applied to various

types of code digita l s igna tures , mus t not be applied to

various types of transactions , payment, encryption and

other applica tions .
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organiza tion certifica tes and facility ce rtifica tes , organiza tion certifica tes could not be used
as individua l ce rtifica tes and facility ce rtifica tes , facility ce rtifica tes could not be used as
individua l ce rtifica tes and organiza tion certifica tes . Any applica tions tha t do not conform to
this s tipula tion will not obta in the protection from the CP.

Certifica tes a re prohibited from us ing in any viola tion of na tiona l laws , regula tions or
des troying na tiona l security, othe rwise use rs assume the lega l results led by tha t by
themse lves . In particula r, ce rtifica tes a re not des igned for, not intended for, not authorized
for us ing in applica tion sys tems involved in persona l injury, environmenta l des truction and
so on, such as naviga tion or communica tion sys tems , tra ffic control sys tems or weapons
control sys tems e tc.

1.5.Policy Adminis tration

1.5.1.Organization Adminis tering the Document

As the opera tor of UNTSH, SHECA es tablished SHECA Safe ty Certifica tion Committee
which is respons ible for formula ting, mainta ining and inte rpre ting the CP as the agency of
policy adminis tra tion. SHECA Safe ty Certifica tion Committee conta ins a t leas t one
member from SHECA management layer, two directors taking charge of opera tiona l
se rvices , and one member participa ting in editing policies directly. A member from the
management layer is the principa l of SHECA Safe ty Certifica tion Committee .

AS a ll members of SHECA Safe ty Certifica tion Committee manage and approve
certifica te policies , they are entitled to one vote decis ion. If the re a re two voting results ,
the principa l of Safe ty Certifica tion Committee has a double -vote decis ion.

S tra tegy Deve lopment Department of SHECA as the agency of Safe ty Certifica tion
Committee in charge of da ily opera tion,respons ible for dra fting the CP and submitting the
modifica tion report according to requirements and its exte rna l consulting se rvices .

1.5.2.Contact Person

SHECA des igna tes S tra tegy Deve lopment Department as contact pe rson of the CP,
specia lizing in exte rna l communica tion and other re la ted matte rs . If you have any
problems, sugges tions , or ques tions about the CP, please contact SHECA Stra tegy
Deve lopment Department.

Contact Person: S tra tegy Deve lopment Department, Shangha i Electronic Certifica tion
Authority Co.,Ltd.
Te l: 86-21-36393197
Loca tion: 18F, No.1717, North Sichuan Road, Shangha i, China
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Pos ta l Code : 200080
E-mail: cps@sheca .com

1.5.3. Person Determining CP Suitability for the Policy

SHECA Security Certifica tion Committee de te rmines the suitability and applicability of
this CP.SHECA Security Certifica tion Committee as the highes t policy adminis tra tion
agency, is the agency tha t approves and decides whe ther the CPS of SHECA or another
CA corresponds with the CP or not.

S tra tegy Deve lopment Department as the policy department des igna ted by SHECA
Security Certifica tion Committee ,takes charge of supervis ing and inspecting da ily
implementa tion according to CPS to ensure tha t opera tiona l se rvices performed by CA in
accordance with its CPS conform to the requirements of the CP.

1.5.4.CP Approval Procedure

This CP is approved by SHECA Security Certifica tion Committee ,including revis ing and
changing the vers ion.

If the CP needs to be modified due to changes in s tandards , improvements in technology,
enhancements in security mechanism, changes in opera ting environments and
requirements of laws and regula tions , S tra tegy Deve lopment Department submits the
modify report to SHECA Security Certifica tion Committee . Approved by the committee , it
will be published by SHECA on www.sheca .com.

According to the provis ions of "People ’s Republic of China Electronic S igna ture Law" and
"Electronic Authentica tion Services management measures", SHECA will inform Minis try
of Indus try and Information Technology afte r publishing the CPS.

1.6.Definitions and Acronyms

See Appendix A.
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2. Publication and Repos itory Respons ibilities

2.1.Repos itories

SHECA es tablish and mainta in a publicly access ible online repos itory, publishing the
Certifica te Policy (CP), Certifica tion Practices S ta tement (CPS), corre la tive agreements ,
ce rtifica tes , Certifica te Revoca tion Lis t (CRL), Online Certifica te S ta tus Protocol(OCSP)
and so on. SHECA’s repos itory, should conta in two types of information which could be
published by diffe rent means , one is about ce rtifica te as a part of ce rtifica te se rvices and
certifica te s ta tus check e tc,and the other is about ce rtifica te policies and re la ted
documents e tc.

SHECA are respons ible for mainta ining a publicly access ible online repos itory and disclose it
in CPS and other documents

2.2.Publication of Certificate Information

SHECA needs to publish information which includes Certifica te policies , Certifica tion
Practice S ta tement, and agreements re la ted with certifica te usage and service ,
ce rtifica tes , Certifica te Revoca tion Lis t, Online Certifica te S ta tus Protocol e tc.

SHECA provides clea r loca tion and way of access to the repos itory,is sues ce rtifica tes ,
Certifica te Revoca tion lis t and Online Certifica te S ta tus Protocol, the information issuing
is a part of ce rtifica te se rvices .

Moreover,SHECA publishes Certifica te Policies ,Certifica tion Practice S ta tement,re la ted
agreements and so on a t www.sheca .com/repos itory.

2.3.Time or Frequency of Publication

SHECA issue timely Certifica te Policies , Certifica tion Practice S ta tement, ce rtifica te
se rvices , re la ted agreements and other documents , a s well as its revis ion in these
documents .
For subscribe r ce rtifica tes , SHECA should issue CRLs a t leas t every 5 days , or within 24
hours a fte r the subscribe r ce rtifica te is revoked. The diffe rence be tween the next upda te
time (nextUpda te ) fie ld and this upda te time (thisUpda te ) fie ld of the subscribe r ce rtifica te
CRL must be less than or equa l to 7 days .

For Sub-CA Certifica tes , a ARL should be published a t leas t once every 7 months or
within 24 hours a fte r revoked. The diffe rence be tween nextUpda te time (nextUpda te ) and

http://www.sheca.com/repository
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this upda te time (thisUpda te ) of the root/inte rmedia te root ce rtifica te ARL must be less
than or equa l to 10 months . If the CA or Sub-CACertifica te is revoked, SHECAwill publish
the revoca tion information on the webs ite .
SHECA ought to issue certifica tes to make users access ible to download, check and use
within the specific time in the CP or corresponding CPS.

2.4.Access Controls on Repos itories

SHECA does not control access to CP, CPS, ce rtifica tes , ce rtifica te s ta tus information
and CRL, but any inte rre la ted partie s who require access to ce rtifica tes , ce rtifica te s ta tus
information and certifica te revoca tion lis t should abide by the CP and re la ted CPS.
SHECA re ta ins the right of taking access -control measures .

SHECA sha ll implement controls to prevent unauthorized persons from adding,
de le ting, or modifying repos itory entrie s .

3. Identification and Authentication

This s tipula tion describes the process in which certifica te applicants and/ or othe r
a ttributes a re identified for end users before ce rtifica tes a re is sued. For the entitie s
expecting to be CA, RA or other PKI opera tions , this s tipula tion formula tes the process in
which the ir identitie s a re verified and acceptance crite ria . And this s tipula tion describes
how to authentica te Re-Key reques te rs and revoca tion reques te rs . In addition, this
s tipula tion specifie s naming rules , including admiss ion of the trademarks in some names .

3.1.Naming

Unless where indica ted otherwise in this CP, the re levant CPS or the content of the
digita l ce rtifica te , names appearing in Certifica tes is sued under UNTSH are
authentica ted.

3.1.1.Type of Names

Naming should abide by X.500.Subscribe rs ce rtifica tes should conta in an X.501
dis tinguished name in the subject name fie ld.

3.1.2.Need forNames to be Meaningful

The subscribe r’s name must be meaningful, usua lly conta ins the semantics which could
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be unders tood, and could confirm the identity of individua ls , organiza tions or facilitie s in
the certifica te subjects . In the applica tions of e lectronic government a ffa irs which have
some specia l requirements , SHECA is a llowed to ass ign the specia l names to use rs on
the bas is of the certa in rule , moreover, SHECA could associa te the specia l name with the
certa in entity (individua l, organiza tion or facility) unique ly. Any specia l name should be
authorized by SHECA Security Certifica tion Committee .

3.1.3.Anonymity or Pseudonymity of Subscribers

Subscribe r ce rtifica tes a re not a llowed to use anonymous or pseudonyms, but in some
applica tions of e lectronic government a ffa irs , SHECA is a llowed to ass ign the specia l
names to use rs on the bas is of the certa in rule , moreover, SHECA could associa te the
specia l name with the certa in entity (individua l, organiza tion or facility) unique ly. Any
specia l name should be authorized by SHECA Security Certifica tion Committee .

3.1.4.Rules for Interpreting Various Name Forms

UNTSH subscribe r ce rtifica tes expla in the diffe rent names in accordance with X.500
rules .

3.1.5.Uniqueness of Names

The names of UNTSH subscribe r ce rtifica tes mus t be unique in the trus t domain of CA.
Uniqueness of names mean tha t a name could correspond with the unique entity
(individua l, organiza tion or facility).If two names are the same, the name gives priority to
the firs t applicant.

3.1.6.Recognition, Authentication, and Role of

Trademarks

A subscribe r ce rtifica te is a llowed to conta in the information of trademarks , which could
not be used to identify individua l, organiza tion, or facility. Certifica te applicants should not
use names tha t infringe upon inte llectua l property rights of othe rs . SHECA does not judge
and de te rmine whe ther ce rtifica te applicants have the inte llectua l property of names , and
is not respons ible for any dispute about domain names , trademarks and other inte llectua l
property. SHECA has no right, and no obliga tion to re fuse or ques tion any certifica te
reques t which causes dispute about inte llectua l property.
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As the name submitted by an applicant conta ins trademark, the applicant is required to
submit a trademark regis tra tion document (the well-known trademarks could not be
required), but this requirement is not or should not be deemed tha t SHECA sha ll judge
and decide the ownership of the trademark.

3.2. Initial Identity Validation

3.2.1.Method to Prove Possess ion of Private Key

The certifica te applicant mus t demons tra te tha t it rightfully holds the priva te key
corresponding to the public key to be lis ted in the Certifica te . the method to prove
possess ion of a priva te key sha ll be PKCS #10, another cryptographica lly equiva lent
demons tra tion, another cryptographica lly equiva lent demons tra tion, or another
SHECA-required method conta ining the initia l information submitted by SHECA(key
s torage medium ass igned and the password involved in its corresponding password
enve lope )e tc.

3.2.2.Authentication of Organization Identity

For Organiza tion Certifica te , SHECA or its Regis tra tion Authority mus t perform identity
verifica tion on the organiza tion. This verifica tion includes the following two aspects :
Confirm tha t the organiza tion is a genuine ly exis ting and lega l entity. Methods of
confirmation may include reviewing va lid government-is sued documents or specific
information from such documents tha t a tte s t to the organiza tion's es tablishment—such as
a bus iness license or ins titution lega l pe rson certifica te—or verifica tion through
authorita tive third-party da tabases .
Confirm tha t the organiza tion is aware of and has authorized the certifica te applica tion,
meaning the individua l submitting the applica tion on beha lf of the organiza tion is duly
authorized. Methods of confirmation may include obta ining a le tte r bearing the
organiza tion's officia l sea l (or a scanned copy thereof) to confirm authoriza tion,
supplemented by verifica tion through third-party da tabases or othe r auxilia ry means .
Upon approva l following verifica tion, SHECA or the Regis tra tion Authority sha ll properly
re ta in the subscribe r's applica tion mate ria ls in accordance with re levant laws and
regula tions . These mate ria ls may be re ta ined in e ithe r paper or e lectronic form .

3.2.3.Authentication of Individual Identity

For Individua l Certifica te , SHECA or its Regis tra tion Authority mus t perform identity
verifica tion on the individua l to confirm tha t the identity information submitted by the
applicant indeed exis ts and is accura te . Specific methods include :
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Using information from databases recognized by SHECA tha t provide identity verifica tion
se rvices , such as the persona l identity da tabase provided by public security departments
or othe r re liable sources .
Verifica tion methods for the applicant's identity include , but a re not limited to: va lida tion
via the subscribe r's bank account trans fe r; mobile verifica tion codes ; password
authentica tion; fingerprint recognition; and facia l recognition.
For the email address provided by the subscribe r during regis tra tion, ve rifica tion is
comple ted by sending a confirmation email.
Other secure and re liable methods of verifica tion and confirmation.
3.2.3 Identity Verifica tion for Device Certifica te Subscribe rs

3.2.4.Authentication of Device Identity

For Device Certifica te , SHECA or its Regis tra tion Authority mus t perform identity
verifica tion on the organiza tion. This verifica tion includes the following content:
Confirm tha t the organiza tion is a genuine ly exis ting and lega l entity. Methods of
confirmation may include reviewing va lid government-is sued documents or specific
information from such documents tha t a tte s t to the organiza tion's es tablishment—such as
a bus iness license or ins titution lega l pe rson certifica te — or verifica tion through
authorita tive third-party da tabases .
Confirm tha t the organiza tion has ownership or the right to use the domain name.
Methods of confirmation may include verifying the domain name owner information
through the domain name regis tra r.
Confirm tha t the organiza tion is aware of and has authorized the certifica te applica tion,
meaning the individua l submitting the applica tion on beha lf of the organiza tion is duly
authorized. Methods of confirmation may include obta ining a le tte r bearing the
organiza tion's officia l sea l (or a scanned copy thereof) to confirm authoriza tion,
supplemented by verifica tion through third-party da tabases or othe r auxilia ry means .
When SHECA issues opera tion-re la ted device certifica tes to exte rna l organiza tions (such
as Regis tra tion Authoritie s or othe r applying organiza tions ), it sha ll confirm with the
re levant respons ible persons of the organiza tion via written form (including a le tte r bearing
the organiza tion's officia l sea l or its e lectronic scan) tha t the device certifica te applicant
origina tes from the organiza tion and tha t the re levant applica tion has been authorized.

SHECA rese rves the right to upda te the methods and procedures for organiza tion identity
verifica tion in accordance with the la tes t na tiona l laws , regula tions , and policy
requirements

3.2.5.Non-Verified Subscriber information

Subscribe r information tha t has not been verified in accordance with Base line
Requirements is not included in certifica tes .

SHECA could also require othermethods and

information to authenticate the identity of organization for

UNTSH subscriber certificates .
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3.2.6.Validation of Authority

Confirmation of the authoriza tion includes the following two aspects :

 Confirming commiss ion and authoriza tion, as individua l de lega tes othe rs or
organiza tion de lega tes othe rs to apply for a type of ce rtifica te , need to confirm
the authoriza tion from the cons ignor and identity mate ria l from the cons ignee .

 When the applica tion information from individua l applicant conta ins organiza tion
information (governmenta l agency,ente rprise and ins titution),it needs to confirm
tha t the organiza tion exis ts and the applicant is a member of the organiza tion.

If SHECA is unable to obta in the required information from the third party, SHECA could
de lega te the third party to inves tiga te , or require applicants to a fford extra information and
evidentia ry mate ria ls .

3.2.7.Criteria for Interoperation

SHECA may provide inte ropera tion se rvices tha t a llow a non-UNTSH CA to be able to
inte ropera te with the UNTSH but the non-UNTSH CA must mee t the following conditions :

 Ente rs into a contractua l agreement with SHECA

 Opera tes under a CPS tha t mee ts SHECA’s CP

 Accepting the assessment and annua l compliance assessment from SHECA

If the re a re provis ions of na tiona l laws and regula tions , SHECA will pe rform strictly based
on provis ions . ,

3.3. Identification and Authentication forRe-key Requests

For this , SHECA requires subscribe rs to genera te a pa ir of new key replacing the key pa ir
of expired certifica te , which is ca lled re -key. But, a t many times , subscribe rs ask for
mainta ining the key pa ir of expired certifica te while obta ining a new certifica te , SHECA
issues new certifica tes to use rs us ing the exis ting key pa ir, which is ca lled certifica te
renewal.

Genera lly,both "re -key" and "renewal" a re commonly described as "ce rtifica te renewal",
focus ing on the fact tha t the old certifica te is be ing replaced with a new certifica te and not
emphas izing whe ther or not a new key pa ir is genera ted. In addition to some specific
applica tions ,it is not the point tha t the new key pa ir has genera ted in the certifica te
renewal. But SHECA often requires the subscribe r to use the new key pa ir in the
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certifica te renewal.

3.3.1. Identification and Authentication forRoutine Re-key

For route Re-Key afte r the expira tion of ce rtifica te , subscribe r could s ign the renewal
reques t us ing the origina l priva te key. Issuing Certifica te Authority sha ll va lida te and verify
the accuracy,legitimacy,uniqueness of use r’s s igna ture , public key, and the use r’s
information in the certifica te -renewal reques t.

Identifica tion and Authentica tion of route re -key including:

 Subscribe rs sha ll s ign the applica tion information, CA verifie s the s igna ture with
the public key of the origina l ce rtifica te .

 If subscribe r’s regis te red information does not change , CA issues a new certifica te
based on origina l regis tra tion.

Subscribe r can a lso choose the initia l ce rtifica te applica tion process to conduct route
re -key, in accordance with requirements submitting corresponding information regarding
to applica tion and identifica tion. In any case , SHECA could verify the identity of the
subscribe r in accordance with the identifica tion and authentica tion requirements of an
origina l ce rtifica te applica tion when there is a re -key reques t.

3.3.2. Identification and Authentication for Re-key After

Revocation

Re-key afte r revoca tion is not permitted if the revoca tion occurred. Subscribe r use the
same procedure verifying the origina l identity to apply for ce rtifica te , including
re -identifica tion and re -regis tra tion,and genera ting a new key pa ir to apply for a new
certifica te .

3.4. Identification and Authentication for Revocation

Request

Certifica te revoca tion reques t could be from subscribe rs , and a lso could come from CA or
RA. While applying for suspens ion of the applica tion, subscribe rs need to submit the
equiva lent identity information, ce rtifica te and priva te key applying for ce rtifica te to
authentica te identity. If it is unable to audit on s ite due to the limita tion of conditions , CA or
RA will va lida te and verify the applicant’s identity through the reasonable ways , for
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ins tance by te lephone , pos ta l de live ry, the mate ria ls submitted by the third partie s .If the
judicia ry requires the revoca tion based on laws , CA or RA will regard the written
revoca tion reques t from the judicia ry as the bas is for va lida tion, and will not ve rify the
revoca tion reques t in othe r ways .

In case of emergency or under specia l circumstances subscribe r can revoke the ir
ce rtifica te by themse lves . In this s itua tion,subscribe r need to s ign the revoca tion reques t
us ing the priva te key activa ting by password of ce rtifica te priva te key,and CA will ve rify the
s igna ture .CA or RA could va lida te revoca tion by te lephone ,fax,pos ta l le tte r.

SHECA ensure tha t it will be reasonable to verify the revoca tion reques t.

The certifica te revoca tion reques t from CA must be a llowed by its adminis tra tive agencies
or supervis ing agencies .

4. Certificate Life -Cycle Operational Requirements

4.1.Certificate Application

UNTSH provides formal ce rtifica tes and tes t ce rtifica tes . The formal ce rtifica tes is the
certifica te applicant obta ins a fte r submitting the authentica te applicant information and
approved by UNTSH certifica tion authority in accordance with the provis ions and
procedures in the CP and its corresponding CPS,and certifica tion authority will be
respons ible for warranting the authenticity of formal ce rtifica te . The certifica te re fe rred to
this CP or CPS ,is usua lly formal ce rtifica te , unless it is demons tra ted tes t ce rtifica te . Tes t
ce rtifica te is only provided for use r to tes t, CA has no respons ibility for warranting the
authenticity of ce rtifica te , and will provide no re levant warranty. User should not and
cannot be a llowed to apply tes t ce rtifica te in any occas ion when there is a reques t of
proving authentica te identity.

UNTSH certifica te authority verify the identifica tion of applicant, but do not verify othe r
information conta ined in the tes t ce rtifica te . UNTSH strictly formula tes ce rtifica te
identifica tion and va lid period. The user name in tes t ce rtifica te mus t begin with English
word "tes t" or Chinese word "测试", the va lid period is 3 months . Tes t ce rtifica te do not
apply to SSL certifica tes .

The applica tion for formal ce rtifica te should be authentica ted s trictly, and perform the
identifica tion process depending on diffe rent types of ce rtifica te . On the bas is of diffe rent
applicants , ce rtifica te subject and functions , a t present the certifica te within UNTSH could
be divided into three types , including individua l ce rtifica tes (conta ining individua l identity
ce rtifica te , individua l e -mail ce rtifica te ,individua l code s igning certifica te ),organiza tion
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certifica tes (organiza tion identity ce rtifica te , organiza tion e-mail ce rtifica te , department
ce rtifica te , pos ition certifica te )and facility ce rtifica te (security webs ite ce rtifica te , facility
identity ce rtifica te and Inte rne t facility ce rtifica te ).The re liable verifica tion process and
identifying requirements sha ll be es tablished in te rms of various ce rtifica te in accordance
with the CPS formula ted by CP.

4.1.1. People Submitting a Certificate Application

Below is a lis t of people who may submit ce rtifica te applica tions :
 Any individua l who is the subject of the certifica te , the de lega tes mus t provide

re liable authorized supporting documenta tion.

 Any authorized representa tive of a government agency, ente rprise and ins titution,
or othe r socia l organiza tion.

 Any authorized representa tive of a CA.

 Any authorized representa tive of an RA.

4.1.2.Enrollment Process and Respons ibilitie s

4.1.2.1. The Responsibilities of Applicant

All end-use r ce rtifica te subscribe rs sha ll manifes t assent to the re levant subscribe r
agreement tha t conta ins representa tions and warrantie s . All end-use r ce rtifica te
subscribe rs sha ll undergo an enrollment process cons is ting of:

 Comple ting a certifica te applica tion and providing true , re liable and integra ted
identity information.

 Genera te the key pa ir or submit the applica tion of authoriza tion for genera ting
the key pa ir

 Delive ring his , he r, or its public key to the CA

 Demons tra ting possess ion and/or exclus ive control of the priva te key.

For applicants applying for the certifica te of RA and CA, they mus t s ign the agreement
with SHECA, de live r corresponding supporting documenta tion. The name and content of
the certifica te depend on SHECA.
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4.1.2.2. The Process of application and regis tration

Applicant will send certifica te reques t to RA, and RA will ve rify and s ign the reques t, and
then send the result to CA.CA valida tes the RA signa ture a fte r rece iving the reques t and
issues the end-use r subscribe r ce rtifica te . In the whole enrollment process , it is necessa ry
to take enough measures to ensure tha t:

 RA must identify the information of applica tion and the identity of applicant.

 While RA is sending certifica te reques t to CA, it ensure tha t the security,
confidentia lity, integrity in the process of transmiss ion.

4.2.Certificate Application Process ing

4.2.1. Performing Identification and Authentication

Functions

An RA sha ll pe rform identifica tion and authentica tion of a ll required Subscribe r information
in te rms of Section 3.2.The RA sha ll authentica te in a reasonable manner.

4.2.2.Approval or Rejection of Certificate Applications

An RA will approve an applica tion for a ce rtifica te if the following crite ria a re met:

 The applica tion sa tis fy fully the clause 3.2 about the subscribe r's identifica tion

information and identifica tion requirements

 Applicant accepts or does not opposed to the content or requirements of the

subscribe r's agreement

 Applicant has pa id in accordance with the provis ions , except othe r provis ions

An RA will re ject an applica tion for a ce rtifica te if the following crite ria a re met:

 The applica tion does not mee t the te rms of the previous 3.2 Information on the

identity of subscribe rs and identifica tion requirements
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 The applicant can not provide the required identity documents or othe r supporting

documents tha t is needed

 The applicant can not accept or aga ins t the re levant content and requirements of

the subscribe r's agreement

 The applicant has not or can not pay the appropria te fees

 RA or CA cons ide rs tha t the approva l of the applica tion will bring the dispute , lega l

disputes or losses to the CA

4.2.3.Time to Process Certificate Applications

CA and RA begin process ing certifica te applica tions within a reasonable time of rece ipt,
no matte r it is approved or not. There is no time s tipula tion to comple te the process ing of
an applica tion for SHECA, but usua lly the process ing should be comple ted within 7 work
ways , unless the otherwise indica ted in the re levant Subscribe r agreements , CPS or other
agreements for this .

4.3.Certificate Issuance

4.3.1.CA Actions during Certificate Issuance

Afte r the applica tion is approved, CA will ve rify the s igna ture in RA certifica te reques t, and
will is sue subscribe r ce rtifica te . When CA issues the certifica te , the content of ce rtifica te is
based on the subscribe r information of ce rtifica te approved reques t.

4.3.2.Notifications to Subscriber by the CA of Issuance of

Certificate

CA issuing Certifica tes to end-use r Subscribe rs sha ll, e ithe r directly or through an RA,
notify Subscribe rs tha t they have crea ted such Certifica tes , and provide Subscribe rs with
access to the Certifica tes by notifying them tha t the ir Certifica tes a re ava ilable and the
means for obta ining them. Certifica tes sha ll be made ava ilable to end-use r Subscribe rs ,
e ithe r by a llowing them to download them from a web s ite or via a message sent to the
Subscribe r conta ining the Certifica te or othe r conventiona l means to notify them how to
ge t ce rtifica tes .
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4.4.Certificate Acceptance

4.4.1.Conduct Constituting Certificate Acceptance

The following conduct cons titutes ce rtifica te acceptance :
 Subscribe r accepts the medium conta ining certifica te

 Subscribe r downloads a certifica te or ins ta lls a ce rtifica te to a loca l s torage
medium through ne twork, such as the loca l compute r, IC card, USB Key, mobile
hard drive or othe r mobile s torage medium.

 Subscribe r accepts the means of obta ining certifica te , and sha ll not object to
ce rtifica te or the contents of the certifica te .

 Subscribe r objects ce rtifica te or content of ce rtifica te opera tion fa ilure

4.4.2. Publication of the Certificate by the CA

CA will publish certifica te to a publicly access ible repos itory tha t subscribe r may vis it,
including LDAP directory publishing, HTTP means publishing e tc.

If the subscribe r submits written applica tion, CA can not publish the subscribe r's ce rtifica te
information to any public information repos itory.

4.4.3.Notification of Certification Issuance by the CA to

Other Entitie s

While issuing certifica te , CA maybe send the certifica te to RA approving the certifica te .
But usua lly, CA will not specifica lly notice to the regis tra r, regis tra tion authority te rmina l,
the competent departments and other entitie s , and these entitie s can obta in subscribe r's
ce rtifica tes and re la ted information by querying the directory se rvice or SHECA database .

If laws and regula tions have other requirements , CA sha ll notify and opera te according to
the ir provis ions .
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4.5.key Pair and Certificate Usage

4.5.1. Subscriber Private Key and Certificate usage

The subscribe rs use the ir ce rtifica tes and the corresponding priva te key, only afte r the
subscribe rs agree and accept the subscribe r's agreement requirements (for example , s ign
a subscribe r agreement). The certifica te can be used only based on the CPS and the
re levant provis ions of the CP. Subscribe rs can only use the priva te key and certifica te in
the proper range of applica tions which is cons is tent with the contents of the certifica te (if
the usage and purpose of the certifica te is de fined in some fie lds , this ce rtifica te will be
used only in this range , such as key usage). All acts mus t be cons is tent with the
requirements of the subscribe r agreement.

Afte r the expira tion of ce rtifica te or ce rtifica te is revoked, subscribe r mus t s top us ing
priva te key.

When the subscribe rs use the certifica te , they mus t keep and s tore the priva te key
associa ted with the certifica te in order to avoid the loss , disclosure , a lte ra tion, or
embezzled.

The certifica te is sued by SHECA only indica tes tha t ce rtifica te holders who apply for a
ce rtifica te identity, and verifie s the s igna ture made by priva te key corresponding certifica te
holder the public key. Any use of ce rtifica te and its corresponding priva te key is beyond
SHECA will not be respons ible for any result caused by this Any usage of ce rtifica tion and
priva te keys beyond the te rms of the CP and re levant CPS, as well as Subscribe r
Agreement, SHECA will not bear any resulting consequences .

4.5.2.Re lying Party Public Key and Certificate Usage

Relying party may re lay on UNTSH subscribe r ce rtifica te in the applica tion of proper
inte rna l only under the circumstance where re lying partie s assent to the te rms of the CP.
Prior to trus t the ce rtifica te and s igna tures , re lying party sha ll make appropria te e fforts and
reasonable judgment independently. If the usage and purpose of the certifica te is de fined
in some fie lds , this ce rtifica te will be used only in this range . This re lying party mus t make
reasonable judgments , and the person who takes any actions beyond certifica te marked
the usage scope bear the respons ibility .

Before taking any action of re liance on UNTSH certifica te , re lying party sha ll
independently assess and judge :

 Whether the certifica te is is sued by trus tworthy CA.
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 For any given purpose , the ce rtifica te should be used appropria te ly. Whether the
certifica te is used aga ins t the CP, CPS or the re levant laws and regula tions
should be de te rmined. SHECA and RA is not respons ible and can not assess
whe ther the subscribe r ce rtifica te is used appropria te ly.

 When the certifica te is used whe ther it is cons is tent with the content included ( if
the usage and the purpose of the certifica te is de fined , this ce rtifica te will only be
a llowed to use within this range , such as ey usage)

 Checking the certifica te s ta tus of a ll ce rtifica tes and certifica te cha in, whe ther it is
in the period, or it has been revoked. If the subscribe r ce rtifica te or any certifica te
of the certifica te cha in has been revoked, the re lying party mus t know whether
the s igna ture is made before revoked

Unless provided in this CPS, ce rtifica te from the issuing authority is not any commitment
of power or privilege . The re lying party only trus ts ce rtifica te and the public key conta ined
in the certifica te within the limits prescribed in this CPS and makes this decis ion. Any risk
caused by re liance on certifica te sha ll be undertaken by re lying party independently,
unless it can be turned out to be the mis takes made by CA or RA.

Afte r judging whether the certifica te is appropria te applied, Re lying Party should utilize the
appropria te software and/or hardware to perform digita l s igna tures verifica tion or othe r
required opera tions .

4.6.Certificate Renewal

Certifica te renewal is the issuance of a new certifica te to the subscribe r without changing
the public key or any other information in the certifica te . When certifica te renewal, the
subscribe r no longer needs to submit ce rtifica te regis tra tion information, only submits
sufficient information which can identify the origina l ce rtifica te , such as subscribe r
dis tinguished name, ce rtifica te se ria l number e tc. Use the priva te key of the origina l
ce rtifica te to s ign for the renewal applica tion information conta ining of the public key.

4.6.1.Circumstance forCertificate Renewal

Every certifica te has its va lid period, when va lid period of ce rtifica te expires , subscribe r
need to obta in a renewed certifica te to continue to use certifica te .

If the ce rtifica te expires , subscribe r could s till obta in a new certifica te by certifica te
renewal, unless the certifica te is compromised.
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4.6.2.Who May Request renewal

Only the following persons could require ce rtifica te re -key:

 The individua l ce rtifica te subscribe r, if the subscribe r authorizes othe rs to do, the
authoriza tion documents is required to provide .

 The authorized representa tive for an organiza tion certifica te .

 Individua l for a facility ce rtifica te , the authorized representa tive for a facility
ce rtifica te .

4.6.3. Process ing Certificate Renewal Requests

For certifica te renewal, SHECA need ensure tha t the person reques ting the certifica te
upda te is the subscribe r. When SHECA issues new certifica te , the applicant can be asked
to upda te the origina l priva te key or use the same process of is suing the initia l ce rtifica te
to identify.
Usua lly, when the certifica te is upda ted, subscribe rs can use the exis ting priva te key to
s ign the upda te reques t, and the issuing authority will ve rify and identify the s igna ture and
public key of the use r, use r information conta ined certifica te renewal reques ts correctly,
lega lly, unique ly:

 Subscribe r s igns the applica tion information, and CA verifie s s igna ture by the
origina l ce rtifica tion public key

 Subscribe r's regis tra tion information has not changed, and CA issues a new
certifica te based on the ir origina l regis tra tion information

Subscribe r could a lso choose the genera l process of ce rtifica te applica tion to perform
certifica te re -key, and submit corresponding certifica te applica tion and confirmation
documents in accordance with requirements . In any case , SHECA could use the way of
initia l ce rtifica te applica tion as a means of identifica tion in the certifica te renewal.

4.6.4.Notification of New Certificate Issuance to

Subscriber

See section 4.3.2

http://dict.baidu.com/s?wd=authorize
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4.6.5.Conduct Constituting Acceptance of a Renewal

Certificate

See section 4.4.1

4.6.6. Publication of the Renewal Certificate by the CA

See section 4.4.2

4.6.7.Notification of Certificate Issuance by the CA to

Other Entitie s

See Section 4.4.3.

4.7.Certificate Re-Key

Certifica te re -key is tha t subscribe r requires to genera te new certifica te under the
circumstances where certifica te information does not change , CA issue a new certifica te
for subscribe r us ing its new public key.
When the certifica te key is upda ted, the subscribe r needn't submit the regis tra tion
certifica te , and submit sufficient information tha t can identify the origina l ce rtifica te , such
as subscribe r's dis tinguished name, ce rtifica te se ria l number, the ce rtifica te key renewal
s igna ture of the origina l ce rtifica te 's corresponding priva te key, and send a new public key
for applying a new certifica te .

4.7.1.Circumstances for Certificate Re-Key

Every certifica te has its va lid period, prior to the expira tion of an exis ting Subscribe r’s
Certifica te , it is necessa ry for the Subscribe r to re -key the certifica te to mainta in continuity
of Certifica te usage .

If the ce rtifica te has expired, subscribe r could s till obta in a new certifica te by certifica te
re -key. Revoked certifica te cannot apply for re -key, but only can apply for a new certifica te
in accordance with the process of initia l ce rtifica te applica tion.
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4.7.2.Who May Request Certification of a New Key

Only the following persons could require ce rtifica te re -key

 The individua l ce rtifica te subscribe r, if the subscribe r authorizes othe rs to do, the
authoriza tion documents is required to provide .

 The authorized representa tive for an organiza tion certifica te .

 Individua l for a facility ce rtifica te , the authorized representa tive for a facility
ce rtifica te .

4.7.3. Process ing Certificate Re-Keying Requests

For certifica te re -key, its process need to ensure tha t the person submit ce rtifica te re -key
reques t is the subscribe r identified by certifica te renewal. While is suing new certifica tes ,
SHECA could require applicants in demand of ce rtifica te renewal to submit information
enough to identify subscribe r, or share the same process as initia l ce rtifica te is suance to
identify subscribe r.

Usua lly, when the certifica te key is upda ted, subscribe rs can submit the re la ted
information of origina l ce rtifica te , such as the certifica te dis tinguished name, ce rtifica te
se ria l number, the ce rtifica te key renewal s igna ture of the origina l ce rtifica te 's
corresponding priva te key to identify the ir s ta tus . Is suing authority will ve rify and identify
the use r information of the use r's renewal reques t, correctly, lega lly, unique ly. Including:

 Subscribe rs submit information to verify the ir identity, then CA identifie s it

 Subscribe rs s ign to the certifica te key renewal reques t by the origina l ce rtifica te
corresponding priva te key , and CA verifie s the ir s igna ture

 Subscribe r regis tra tion information doesn't change , then CA issues a new
certifica te based on the ir origina l regis tra tion information.

Subscribe r could a lso choose the genera l process of ce rtifica te applica tion to perform
certifica te re -key, and submit corresponding certifica te applica tion and confirmation
documents in accordance with requirements . In any case , SHECA could use the way of
initia l ce rtifica te applica tion as a means of identifica tion in the certifica te renewal.

http://dict.baidu.com/s?wd=authorize
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4.7.4.Notification of New Certificate Issuance to

Subscriber

See Section 4.3.2

4.7.5.Conduct Constituting Acceptance of a Re-keyed

Certificate

See Section 4.4.1

4.7.6. Publication of the Re-Keyed Certificate by the CA

See Section 4.4.2

4.7.7.Notification of Certificate Issuance by the CA to

Other Entitie s

See Section 4.4.3

4.8.Certificate Modification

Certifica te modifica tion re fe rs to tha t subscribe r requires to genera te new certifica te for the
information within the certifica te changes under the circumstances where certifica te public
key does not change . Only in the period, subscribe rs can change the certifica te . When the
subscribe r information conta ined in the certifica te is changed, the subscribe r mus t apply
for ce rtifica te change to ensure tha t it does not a ffect the re lying party's trus t.

4.8.1.Circumstances for Certificate Modification

Within the va lid period, if the information involved in the subscribe r ce rtifica te is modified,
and the modifica tion sha ll not a ffect subscribe r’s rights and obliga tions , ce rtifica te
modifica tion could be applied. It includes :

 Subscribe r’s name, te lephone , address and other information has been modified

 Subscribe r himse lf/he rse lf/itse lf has been modified due to reorganiza tion.
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 Other information has been modified

If information conta ined in the certifica te changes tha t may affect the rights and
obliga tions of subscribe r modifica tion. The subscribe r can not apply for the certifica te
change , only can revoke the certifica te then re -apply for a new certifica te .

The process and conditions of ce rtifica te changing is the same with and certifica te
applica tion.

4.8.2.Request Certificate Modification

See Section 4.1.1

4.8.3. Process ing Certificate Modification Requests

See Section 3.2

4.8.4.Notification of New Certificate Issuance to

Subscriber

See Section 4.3.2

4.8.5.Conduct Constituting Acceptance of Modified

Certificate

See Section 4.4.1

4.8.6. Publication of the Modified Certificate by the CA

See Section 4.4.2

4.8.7.Notification of Certificate Issuance by the CA or

Other Entitie s

See Section 4.4.3
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4.9.Certificate Revocation and Suspens ion

Certifica te Revoca tion includes applying for revoca tion and forcing revoca tion. Afte r the
certifica te is revoked,subscribe r could re -apply for and re -is sue new certifica te ,the same
as the procedure and requirements in the initia l applica tion.

At present,SHECA does not offe r ce rtifica te suspens ion.

4.9.1.Circumstances for revocation

In occurrence of any circumstances lis ted in UniTrus t CPS section 4.9.1, SHECA has the
rights to revoke the affected subscribe r ce rtifica te s .

4.9.2.Who Can Request certificate revocation

The following entitie s may require ce rtifica tion revoca tion:

 Certifica tes subscribe r,Representa tive who is authorized lega lly by Certifica tes
subscribe r or bus iness entity who pays for the certifica te with proper authoriza tion;

 SHECA;
 The courts , government and other public power department.

Only SHECA may revoke root ce rtifica te or subordina te CA certifica te .

4.9.3. Procedure forRevocation Request

As for the certifica te revoca tion applica tion, SHECA sha ll handle it in accordance with the
following process :

(1) Certifica te Subscribe r representa tive or des igna ted agent could apply certifica te
revoca tion in the following ways :

 Online applica tion(only for subscribe rs with USB KEY):log in on http://is sp.sheca .com/
with the USB KEY and apply for ce rtifica te revoca tion

 Email: report @sheca .com

 Fax 021 -36393200

 Tel 021 -36393196

 s ite applica tion: SHECA’s se rvice loca tions

http://issp.sheca.com/
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(2) During the va lid period of the certifica te , SHECA should begin an inves tiga tion within
24 hours a fte r rece ive the revoca tion reques t. SHECA performs identifica tion and
verifica tion for ce rtifica te revoca tion reques t according to the following rules .

a ) For subscribe rs with USB KEY, jus t log in on http://is sp.sheca .com/ with the USB
KEY and submit the certifica te revoca tion reques t online .

b) For subscribe rs with no USB KEY, Certifica te Subscribe r representa tive or
des igna ted agent mus t go to one of the se rvice loca tions of SHECA and submit
the certifica te revoca tion reques t toge the r with essentia l proof of identity and
authoriza tion. If the re is no se rvice loca tion ava ilable for the subscribe r, the
reques t may be submitted (by the person who was respons ible for the certifica te
applica tion is pre fe red) via te lephone or email, SHECA stuff sha ll pe rform
identifica tion verifica tion of the individua l and the organiza tion via te lephone .

(3) SHECA sha ll s ta rt the inves tiga tion process and provide a pre liminary report on its
findings to both the Subscribe r and the entity who filed the Certifica te Problem Report.

(4) SHECA sha ll decide whe ther revoca tion or othe r appropria te action is warranted
during two workdays .

(5) Afte r the certifica te has been revoked, SHECA should publish it to the certifica te
revoca tion lis t

Any revoca tion applica tion tha t is not reques ted from the subscribe r, should be approved
appropria te ly before proceeding.

When Root ce rtifica te or sub CA certifica te ’s priva te key encounte rs severe security risk,
the ce rtifica te can be directly revoked afte r approved by competent authoritie s .

SHECA es tablishes and mainta ins 7 * 24 hours online se rvice for Certifica te Problem
Reports and Acceptance mechanism.

4.9.4.Revocation Request Grace Period

Revoca tion reques ts sha ll be submitted as promptly as poss ible within a commercia lly
reasonable time . Usua lly, the inte rva l be tween finding revoca tion reques t and submitting
revoca tion reques t mus t not exceed 8 hours .

4.9.5.Time within Which CA Must Process the Revocation

Request

Afte r rece iving the revoca tion reques t, CA should take reasonable s teps to dea l with, and
sha ll not de lay.

http://issp.sheca.com/
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4.9.6.Revocation Checking Requirements for Relying

Paritie s

Relying partie s sha ll check the s ta tus of ce rtifica tes before trus ting UNTSH certifica te ,
including checking CRL, checking the s ta tus of ce rtifica tes a t www.sheca .com or via
online certifica te s ta tus protocol (OCSP).

4.9.7.CRL Issuance Frequency

For subscribe r ce rtifica tes , SHECA should issue CRLs a t leas t every 5 days , or within 24
hours a fte r the subscribe r ce rtifica te is revoked. The diffe rence be tween the next upda te
time (nextUpda te ) fie ld and this upda te time (thisUpda te ) fie ld of the subscribe r ce rtifica te
CRL must be less than or equa l to 7 days .
For Sub-CA Certifica tes , a ARL should be published a t leas t once every 7 months or
within 24 hours a fte r revoked. The diffe rence be tween nextUpda te time (nextUpda te ) and
this upda te time (thisUpda te ) of the root/inte rmedia te root ce rtifica te ARL must be less
than or equa l to 10 months . If the CA or Sub-CACertifica te is revoked, SHECAwill publish
the revoca tion information on the webs ite .
SHECA security ce rtifica tion committee could decide by itse lf to shorten the time of CRL
issuance and renewal according to diffe rent circumstances , except provided in laws and
regula tions .

4.9.8.Maximum Latency forCRLs

Afte r ce rtifica te is revoked, the revoca tion should be re leased to CRL within a reasonable
period, usua lly depending on the process ing speed of sys tem. UNTSH ensure tha t the
revoca tion should be re leased to CRL within 24 hours a fte r ce rtifica te is revoked.

4.9.9.On-Line Revocation/Status Checking Availability

SHECA provides online certifica te s ta tus protocol (ocsp) se rvice or ce rtifica te s ta tus
consultancy based on web.

4.9.10. On-Line Revocation Checking Requirements

A re lying party mus t check the s ta tus of a ce rtifica te before he /she /it wishes to re ly on. If a
re lying party does not consult CRL, the re lying party sha ll check certifica te s ta tus by
consulting OCSP or webs ite .



.
41 / 95

4.9.11. Other Forms of Revocation Advertisements

Available

No stipula tion.

4.9.12. Special Requirements Regarding Key

Compromise

If UNTSH Participants find or suspect tha t key is compromised, they should revoke the
certifica tes a t once . If CA key (root CA or sub-CA key) is an actua l or suspected to be
comprised, subscribe r and re lying party sha ll be notified by reasonable means timely
within reasonable time .

4.9.13. Circumstances for suspens ion

No stipula tion.

4.9.14. Who Can Request Suspens ion

No stipula tion.

4.9.15. Procedure for Suspens ion Request

No stipula tion.

4.9.16. Limits on Suspens ion Period.

No stipula tion.

4.10. Certificate Status Services

4.10.1. Operational Characteris tics

Certifica te s ta tus is ava ilable via CRL, LDAP, OCSP, or URL published by CA. Certifica te
s ta tus se rvices in the ways above should have a reasonable response and s imultaneous
process ing capacity with query reques t.
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4.10.2. Service Availability

Certifica te S ta tus Services mus t be ava ilable 24×7 without scheduled inte rruption.

4.10.3. Optional Features

OCSP is an optiona l se rvice fea ture tha t is not ava ilable for a ll products and mus t be
specifica lly enabled for othe r products .

4.11. End of Subscription

A subscribe r may end a subscription for ce rtifica te se rvices in the following s itua tions :

 No certifica te renewal a fte r the expira tion of va lid period

 Certifica te is revoked before expira tion

 End of subscription is required before expira tion

4.12. Key Escrow and Recovery

4.12.1. Key Escrow and Recovery Policy and Practices

To ensure the security and uniqueness of digita l ce rtifica te s igning priva te keys , SHECA
provides the following mode ls for the genera tion, cus tody, and use of s igning keys :

SubscriberGenerates and Manages the Signing Key:​ The subscribe r is advised to
genera te and s tore the s igning priva te key us ing a secure cryptographic module and to
perform backup and recovery secure ly. SHECA is not respons ible for the backup,
recovery, or a rchiving of the key .

SHECA Generates the Key, SubscriberManages It:​ The subscribe r's priva te key mus t
be genera ted within a cryptographic module compliant with re levant na tiona l cryptography
regula tions or FIPS 140-2 requirements . The subscribe r sha ll properly sa feguard the
cryptographic module and its pe rsona l identifica tion code (PIN). SHECA is not respons ible
for the backup, recovery, or a rchiving of the key .

SHECA Generates and Hosts the Signing Private Key:​ This requires the subscribe r's
separa te consent, with clea rly defined risks , rights , obliga tions , and lega l respons ibilitie s
associa ted with the hos ting arrangement.

SHECA does not recommend tha t subscribe rs entrus t the management of the ir s igning
priva te keys to third-party entitie s . SHECA assumes no re la ted liability for disputes a ris ing
from a subscribe r's de lega tion of s igning priva te key management to a third party .

Note : SHECA does not provide s igning priva te key hos ting se rvices for TLS/SSL, Code
Signing (CS), or S /MIME certifica tes .
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4.12.2. Sess ion Key Encapsulation and Recovery Policy

and Practices

The user's encryption key is genera ted by the des igna ted key management agency which
is se t up by the s ta te . All the encryption key genera tion, backup s tra tegy are decided by
this agency.

However, the subscribe r could apply to recover the priva te key through SHECA to the

Nationa l Key Management Authority The subscribe r need to pay for the res tora tion fee .

For more de ta ils , please re fe r to CPS.

5. Facility, Management, and Operational Controls

5.1.Phys ical Controls

UNTSH has de ta iled documented about phys ica l control and security policies for CA and
RAs to adhere . Compliance with these policies is included in the UNTSH independent
audit requirements described in Section 8.These documents conta in sens itive security
information and are only ava ilable upon agreement with SHECA. An overview of the
requirements is described in the following subsections .

5.1.1. S ite Location and Construction

All UNTSH CA and RA sha ll be conducted within a phys ica l protected environment tha t
de te rs , prevents , and s tops unauthorized use , access , or disclosure of sens itive
information and sys tems . For a ll CA and RAs, they sha ll comply with the requirements of
SHECA’s phys ica l environment.

Environment security controls a re based on the es tablishment of phys ica l security tie rs . A
tie r is a barrie r such as a locked door or ga te tha t provides manda tory access control for
individua ls , which could control each individua l proceed to each area and is able to
provide a pos itive preventive function, for example , it may remind access to the mode of
locking or opening s ta tus of the door. The method to control phys ica l security tie r is
progress ive , and each success ive tie r provides more res tricted access and grea te r
phys ica l security aga ins t intrus ion or unauthorized access from the outs ide . Moreover,
each phys ica l security tie r encapsula tes the next inner tie r, the oute rmos t tie r be ing the
outs ide wall of the building.

In order to ensure the security and uniqueness

of subscribers ' s igna ture priva te key, UNTSH does not

escrow any subscriber’s priva te keys , and there fore it

does not provide key recovery services .

删除[C]:
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CA sha ll describe r phys ica l security tie r in more de ta il in the ir CPS.

5.1.2. Phys ical Access

Access to each tie r of phys ica l security sha ll be auditable and controlled so tha t each tie r
can be accessed only be authorized personne l.

5.1.3. Power and Air Conditioning

The secure facilitie s of CA and RAs sha ll be equipped with primary and backup sys tems
to ensure continuous , uninte rrupted access to e lectric power. Also, these secure facilitie s
sha ll be equipped with a ir-conditioning sys tem to control tempera ture and re la tive
humidity.

5.1.4.Water Exposures

The secure facilitie s of CA and RA sha ll be cons tructed and equipped, and procedures
sha ll be formula ted, to prevent floods or othe r damaging exposure for wate r.

5.1.5. Fire Prevention and Protection

The secure facilitie s of CA and RA sha ll be cons tructed and equipped, and procedures
sha ll be formula ted, to prevent and extinguish fires or othe r damaging exposure to flame
or smoke .

These measures sha ll mee t loca l applicable sa fe ty regula tions .

5.1.6.Media Storage

CA and RA sha ll protect the magne tic media holding back ups of critica l sys tem da ta or
any other sens itive information from wate r, fire , e lectromagne tism or other environment
hazards , and sha ll use protective measures to de te r, de tect, and prevent the unauthorized
use , access , or disclosure of such media .

5.1.7.Waste Disposal

CA and RA sha ll se t up procedures for the disposa l of was te , especia lly paper involved in
priva te or sens itive information, e lectronic media or othe r was te , to prevent the
unauthorized use , access , or disclosure of was te conta ining priva te or sens itive
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information.

5.1.8.Off-S ite Backup

CA and RA sha ll mainta in back up measures of critica l sys tem da ta or any other sens itive
information including audit da ta , to make sure da ta is in the sa fe ty facilitie s .

5.2.Procedural Controls

5.2.1.Trusted Roles

Certifica te se rvices have the requirements of high re liability and high security. The
employees , third-party se rvices , consultant and so on who should be recognized as
credible persons can work in a credible pos ition, in order to ensure tha t re liable personne l
management. To be Trus ted Persons sha ll mee t the requirements of personne l
background in this CP.

Trus ted Persons including employees , third-party se rvices , consultant tha t have access to
or control authentica tion or cryptographic opera tions , and they may mate ria lly a ffect:

 The verifica tion and va lida tion of information in certifica te applica tions

 acceptance , re jection, or othe r process ing of the applica tions , cance lla tion, of

ce rtifica te

 The issuance and revoca tion of ce rtifica tes

 Access to the repos itory tha t has res trict access -control

 Handling subscribe r information or reques ts

Trus ted Persons includes , but a re not limited to:

 Customer se rvice personne l

 Sys tem adminis tra tion and opera tion personne l

 Sys tem des ign resea rch personne l

 Security management personne l

 Facility management personne l

 Room management personne l
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 Human resources management personne l

5.2.2.Number of Persons Request per Task

CA and RA should es tablish, mainta in and enforce s trict control process , and es tablish
measures of duties segrega tion based on job requirements and arrangement and
implement the sa fe ty mechanism of mutua l res tra int, mutua l supervis ion to ensure tha t
sens itive opera tion is comple ted by a number of credible personne l.

Tactics and control procedures of duties segrega tion are based on the requirements of
actua l duties . For the certifica tion bus iness , the mos t important sens itive opera tions is
vis iting and managing CA cryptographic equipment, dis tribution and management of key
mate ria l and protection of key password .These opera tions mus t require more credible
personne l to accomplish toge the r .The sens itive inte rna l control processes require two
credible personne l a t leas t to participa te , have the ir own independent phys ica l or logica l
control facilitie s , and the process of CA key equipment life cycle is required s trictly to
participa te toge the r by more credible personne l. Key control will be separa ted phys ica l
and logica l, such as the personne l having critica l equipment phys ica l authority can not
hold logic authority, and vice versa .

For identifica tion and issuance of the certifica te applica tion, it requires two credible
personne l a t leas t to opera te .

For manipula tion of critica l sys tems da ta and important sys tem, it needs one person to
opera te , a t the same time one person to monitor a t leas t.

5.2.3. Identification and Authentication for Each Role

For a ll pe rsonne l seeking to become Trus ted Persons , ve rifica tion and authentica tion of
identity is pe rformed s trictly to ensure tha t it can mee t the requirements for the job duties .
Mainly including:

 Each role should be defined according to actua l needs and be dis tributed with
rights and requirements as well as background demands .

 In order to mee t the requirement for the role , background inves tiga tion should be
conducted for personne l seeking to be included as ce rta in role .

 Security token and proper rights should be ass igned to trus ted roles .

Before the credible background checking, firs tly the person's authenticity and re liability of
phys ica l identity is confirmed, and identity is furthe r confirmed through the background
checking procedures in CP.
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5.2.4.Roles Requiring Separation of Duties

Roles required separa tion of duties include , but a re not limited to:

 The va lida tion of information in Certifica te Applica tions ;

 The acceptance , re jection, or othe r process ing of Certifica te Applica tions ,

revoca tion reques ts , key recovery reques ts or renewal reques ts , or enrollment

information;

 The issuance , or revoca tion of Certifica tes , including personne l having access to

res tricted portions of the repos itory;

 The handling of Subscribe r information or reques ts

 The genera tion, is suing or des truction of a CA certifica te

 The personne l of sys tem on-line or off-line

 The personne l of mas te ring important password key

 Management s ta ff and opera tor of key and cryptographic equipment

5.3.Personne l Controls

5.3.1.Qualifications , Experience , and Clearance

Requirements

CAs and RAs sha ll require tha t pe rsonne l seeking to become Trus ted Persons present
proof of the requis ite background, qua lifica tions , and experience needed to perform the ir
prospective job respons ibilitie s competently and sa tis factorily, as well as proof of any
government clea rances , if any, necessa ry to perform certifica tion se rvices under
government contracts .

5.3.2.Background Check Procedures

A rigorous background inves tiga tion process need to be done to the personne l as trus ted
role .. Background inves tiga tion mus t comply with laws and regula tions , and survey
content, survey method and office r engaging in the inves tiga tion sha ll not viola te the laws
and regula tions .

, genera lly re -inves tiga te within five years删除[C]:
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According to the work characte ris tics of diffe rent credible pos ition, background checks
should include but a re not limited to the following:

 Identifica tion, such as persona l identity ca rds , passports , pe rmanent res idence
bookle t, e tc.

 Educa tion, degrees and other qua lifica tions .

 Resume, including educa tion, tra ining experience , work experience and
re fe rence re la ted

 No crime evidence

Background inves tiga tions should use lega l ways as much as poss ible background
information verifica tion by re levant organiza tions , departments for s ta ff. The person
assessment is worked out by certifica tion organiza tion's The human resources
department and security personne l.

The information and procedures , which is required to be verified by background
inves tiga tion , include but a re not limited the following:

 Verify the authenticity of the previous work record

 Verify the authenticity of identity

 Verify educa tion, degrees and other authenticity of credentia ls

 Check no crimina l evidence and confirm without a crimina l record

 See whether the re is a se rious dishones ty in the work through appropria te

channe ls to

In the background inves tiga tion, if SHECA finds the following circumstances , SHECA can
re fuse qua lifica tions of trus ted personne l,

 There is fabrica ting facts or information

 With evidence of the unre liable s ta ff

 There a re some crimina l record or fact

 Use illega l identifica tion or educa tion, qua lifica tions

 The behavior of se rious dishones ty in the work



.
49 / 95

5.3.3.Training Requirements

CAs and RAs sha ll provide the ir pe rsonne l with the requis ite tra ining and pre -job tra ining
needed for the ir pe rsonne l to perform the ir job respons ibilitie s re la ting to CA or RA opera tions
competently and sa tis factorily. Tra ining should include but a re not limited to the following:

 UNTSH certifica te policy and e lectronic ce rtifica tion practice s ta tement

 PKI bas ics

 Electronic S igna ture Law and re levant laws and regula tion

 Job respons ibilitie s and pos ition descriptions

 Security management s tra tegies and requirements

 Appropria te knowledge

5.3.4.Retraining Frequency and Requirements

CA and RA should arrange for regula r tra ining for s ta ff in important pos itions regula rly,
which are more in line with job requirements . The company Safe ty management
s tra tegy should be tra ining a t leas t once a year. The personne l in the important pos ition
sha ll accept bus iness skills tra ining once a year.

5.3.5. Job Rotation Frequency and Sequence

No stipula tion

5.3.6. Sanction forUnauthorized Actions

CA sha ll es tablish, mainta in, and enforce employment policies for discipline of personne l
unauthorized actions or othe r actions damaging CA, including te rmina tion of labor
contracts , pos ition removing, fines , criticism and educa tion e tc. Disciplina ry actions should
comply with laws and regula tions .

5.3.7. Independent ContractorRequirements

For independent contractors of providing the third-party se rvices , including consultants ,
pe rsonne l of mainta ining sys tem and facility, pe rsonne l of supporting exte rna l technology,
if the ir pos itions a re trus ted, the ir security requirements is the same as the CA employees .
In addition to s igning a confidentia lity agreement on the content of the work, and the
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se rvice personne l sha ll do re la ted work with supervis ing and accompanying by
specia lly-ass igned person in SHECA. It is a lso necessa ry to conduct the impera tive
tra ining of knowledge and safe ty s tandards to enable them to abide s trictly specifica tions .

5.3.8.Documentation Supplied Personne l

In order to continue normal security opera tion for authentica tion sys tem running,
employees should be provided with the re levant document, including a t leas t:

 Pos ition Description

 Relevant bus iness opera tion description

 Relevant security management s tandards

 Relevant tra ining mate ria ls

5.4.Audit Logging Procedures

5.4.1.Types of Events Record

SHECA must record the events of opera ting sys tem-re la ted with the CA and RA. These
records whe ther handwritten, written or e lectronic format mus t include :

 The da te of the event

 The context of event

 The entity of recording time

 The type of recording e tc

The recorded contexts include but a re not limited to:

 CA Key lifecycle events , including the genera tion, backup, s torage , recovery,
filing, des truction of keys .

 Cryptographic device lifecycle events , such as rece iving, us ing, unins ta lling and
disus ing.

 Certifica te Lifecycle events include the applica tion, approvement, renewal,
revoca tion of ce rtifica te e tc.

 Sys tem security events , including: activity of success ful or unsuccess ful access
to the CA sys tem ne twork, unauthorized access a ttempts and access for CA
sys tem ne twork , unauthorized access a ttempts and access for the sys tem
files , security, sens itive documents or records of read, write or de le te , sys tem
crashes , ha rdware fa ilures and other anomalies .
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 Security events recorded by firewalls and route rs
 Sys tem opera tion events , including sys tem sta rtup and shutdown, the crea tion,

de le tion, se tting or passwords modifica tion of sys tem privilege .
 Access to ce rtifica tion authority facility, including authorized personne l ente ring

and exiting certifica tion authority facility, unauthorized personne l ente ring and
exiting certifica tion authority facility, a ttendant and access to security s torage
facility.

 Record of credible personne l management, including account applica tion record
of ne twork access , an applica tion record of applica tion, change , crea tion for the
sys tem permiss ions , pe rsonne l changes in circumstances .

5.4.2. Frequency of Process ing Log

Certifica tion authority sha ll review audit logs in response to de te rmine the important
secure and opera tiona l events , take appropria te measures for security events , record and
backup for audit actions .

5.4.3.Retention Period forAudit Log

SHECA sha ll re ta in any audit logs genera ted for a t leas t seven years . In the event tha t
the re a re laws and regula tions defining rules for this point, the rules in laws and
regula tions sha ll govern.

5.4.4. Protection of Audit Log

Audit logs a re protected with an s trictly phys ica l and logica l control tha t includes mechanisms
to protect the log file s from unauthorized viewing, modifica tion, de le tion, or othe r tampering.

5.4.5.Audit Log Backup Procedures

SHECA should se t up and carry out the re liable sys tem for backups of audit logs , and full
backups are performed periodica lly.

5.4.6.Audit Collection System (Internal &External)

No stipula tion

5.4.7.Notification to Event-Caus ing Subject

When an event is logged by the audit collection sys tem, no notice is required to be given
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to the individua l, organiza tion, device , or applica tion tha t causes the event. But SHECA
sha ll decide whe ther to notify re levant entity (for example the severity of the time) in
accordance with audit results .

5.4.8.Vulnerability Assessments

Based on events in the audit process , SHECA has sa fe ty and vulnerabilitie s assessments ,
and appropria te remedia l measures sha ll be taken on the bas is of the assessment report.
This assessment should be taken every day, every week or every year based on the
events record. SHECA conducts the sys tem safe ty assessment a t leas t once a year,
which is a part of annua l assessment of the entire ce rtifica te opera tion se rvices .

5.5.Records Archived

5.5.1.Types of Records Archived

Records to be filed, bes ides in te rms of Section 5.4.1, the following records sha ll be
a rchived, including:

SHECA follows the records (including but not limited to) for a rchiving:

 The documents of cons truction and the upgrade of ce rtifica te sys tem .

 Certifica tes and CRL etc.,

 Documenta tion of supporting certifica te applica tions , the information of accepted
and re jected by certifica te se rvices , the agreement with subscribe r

 Audit records

 Certifica te policies

 Employee information, including background checks , employment, tra ining e tc.

 Various types of exte rna l and inte rna l assessment documents .

5.5.2.Retention Period forArchive

The re tention period sha ll va ry with the diffe rent a rchive records . The re tention period of
diffe rent a rchive records as follows on base of laws and regula tions , bus iness
requirements and actua l opera tiona l se rvices :
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 Subscribe r ce rtifica te and its re levant applica tion information sha ll be re ta ined for
no less than 5 years s ince certifica te expires or is revoked.

 CA, sub-CA and key, as well as re levant records genera ted sha ll be re ta ined for
no less than 10 years s ince certifica te expires or is revoked.

 Phys ica l access records sha ll be re ta ined for no less than 2 years

 Sys tem opera tions and management records sha ll be re ta in for no less than 2
years

 Exte rna l assessment records and inte rna l annua l assessment and audit record
sha ll be re ta ined for no less than 5 years

 Business management records sha ll be re ta ined for no less than 5 years .

5.5.3. Protection Period forArchive

All a rchive records sha ll take appropria te measures to control phys ica l and logica l access
so tha t only Trus ted Persons who have been authorized access to records .

Archive records sha ll be protected from the unauthorized browsing, modifying, de le ting
and other illega l opera tions , and should be saved in re liable sys tems or s ite s .

Archive records should be accessed effective ly in the period re ta ined under this CP.

5.5.4.Archive Backup Procedures

Electronic a rchive record genera ted by sys tem should be backed up periodica lly, and the
file backed up should be saved off-s ite .

The archive records in writing don’t need to be backed up, but its security should be
ensured by taking s trict measures .

5.5.5.Requirements for Time-s tamping of Records

Archive records sha ll conta in time and da te information. Such time information need not be
cryptographic-based.

7删除[C]:
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5.5.6.Archive Collection System (Internal or External)

CA, RA and other entitie s within UNTSH are archived by inte rna l a rchive collection
sys tems .

5.5.7. Procedures to Obtain and Verify Archive Information

Only authorized Trus ted Personne l a re able to obta in access to the a rchive . The integrity
of the information is verified when it is res tored. During the archiving period, a ll the records
accessed mus t verify the cons is tency in the re turn.

5.6.Key Changeover

When the certifica te of CA expires , SHECA will renew the certifica te of CA.As long as CA
key pa ir does not exceed the maximum life time specified in Section 6.3.2, the ce rtifica te of
CA could renew us ing origina l key. Or new key pa ir sha ll be genera ted to replace the
expired certifica te of CA. Tha t is to say, in the key pa ir life cycle , SHECA could a lso
genera te new certifica te of CA by us ing new key pa ir. Before the certifica te of former leve l
CA expires , key changeover sha ll be performed to ensure tha t the entitie s in the superior
CA sys tem sha ll switch from origina l key pa ir to new key pa ir gradua lly.

New CA key pa ir is genera ted, which mus t comply with the te rms of key management of
SHECA strictly. While genera ting new key pa ir,SHECA sha ll is sue and publish new the
CA certifica te time ly,and it sha ll be ava ilable for subscribe r and re lying party to obta in new
CA certifica te .

Make sure tha t the entire ce rtifica te cha in trans its smoothly in CA key changeover.

5.7.Compromise and Disaster Recovery

CA should formula te and mainta in the re liable plan of compromise and disas te r recovery
by phys ica l, logica l, procedura l control and other e ffective comprehens ive solutions to
reduce the risk and potentia l e ffects resulted by key compromise and other disas te rs to
the minimum, and the bus iness opera tion sha ll be recovered within the reasonable period.
SHECA ass igns a re liable damage and disas te r recovery plan in response to sys tem
issues caused by accidents ,in order to enable to rega in certifica tion sys tem opera tion in
the shortes t time when the s itua tion of abnormal or disas te r appears .
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5.7.1. Incident and Compromise Handling Procedures

CA should es tablish the procedures of handling incident and inves tiga te , respond and
handle the incident. In accordance with the plan of disas te r recovery, the backups sha ll be
s tored appropria te ly. Once compromise and disas te r occur, these procedures sha ll be
e ffective ly utilized to recover bus iness as soon as poss ible .

5.7.2.Computing Resources , Software , and/or Data Are

Corrupted

Following corruption of computing resources , software , and/or da ta , a report of the incident
and a response to the event, sha ll be promptly made to security management department
and utilize the incident and compromise handling procedures , if necessa ry, the disas te r
recovery procedures could be used.

5.7.3.Entity Private Key Compromise Procedures

When UNTSH root priva te key appears damage , miss ing, leaking, cracking, tampering or
unauthorized used by third partie s , SHECA should:

 SHECA reports immedia te ly to the e lectronic authentica tion se rvice
management office and other government departments through the webs ite and
other public media to notice for subscribe rs , and takes measures to protect t
use rs ' inte res ts .

 SHECA revokes immedia te ly a ll the ce rtifica tes is sued, and upda tes CRL and
OCSP information for ce rtifica te subscribe r and re lying party to query. Meanwhile
SHECA genera tes immedia te ly a new key pa ir and se lf-is sues a new root
ce rtifica te .

 SHECA Re-issues lower ce rtifica tes and lower sub-CA certifica te for opera ting in
accordance with the CP about provis ion of a ce rtifica te is sued afte r the new root
ce rtifica te is is sued.

 Afte r the new root ce rtifica te is sued by SHECA, it will be immedia te ly published
by SHECA repos itory, directory se rver, HTTP, e tc..

 Take reasonable e fforts to promptly inform users and re lying partie s .

When priva te key of UNTSH sub-CA appears damaged, miss ing, leaking, cracking,
tampering or doubt for unauthorized used by third partie s , SHECA should:

 Sub-CA reports immedia te ly to the SHECA safe ty Certifica tion Committee and
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genera tes a new key pa ir and certifica te reques t to apply a new certifica te is sued
by SHECA.

 SHECA reports immedia te ly to the e lectronic authentica tion se rvice
management office and other government departments through the webs ite and
other public media to notice for subscribe rs , and takes measures to protect t
use rs ' inte res ts .

 All the certifica tes is sued by the sub-CA are revoked immedia te ly to upda te
information on CRL and OCSP for ce rtifica te subscribe r and re lying party to
query.

 subscribe r ce rtifica te is re -is sued in accordance with the CP about provis ion of a
ce rtifica te is sued afte r the new sub-CA certifica te is is sued.

Afte r the new root ce rtifica te is is sued, it will be immedia te ly published by the SHECA
repos itory, directory se rver, HTTP, e tc. for dis tribution.

When the priva te key of ce rtifica te subscribe r is los t,disclosed,decrypted,or s tolen and by
a third-party,according to the te rms of the CP,subscribe r sha ll revoke the certifica te and
notify the re lying party as fa r as poss ible . Certifica tion authority sha ll revoke subscribe r
ce rtifica te promptly and publish the revoca tion. Certifica te subscribe r sha ll re -apply
certifica te to mainta in the continuity to use .

5.7.4.Bus iness Continuity Capabilitie s after a Disaster

In order to avoid the authentica tion bus iness inte rmiss ion because of the sudden disas te r,
SHECA deve lops a comprehens ive continuity plan on bus iness , and es tablishes the
corresponding backup sys tem for off-s ite disas te r When the abnormal disas te r ,sys tem
could be recovered and services sha ll be provided as soon as poss ible in order tha t the
risk sha ll be reduced to the minimum. And CA sha ll ensure tha t:

 The bus iness sys tem should be recovered in the shortes t pe riod of time , no more
than 24 hours .

 The information of cus tomers should be recovered.

 The opera tion s ite should mee t the security requirements a fte r recovered.

 The services should be recovered for old use rs and new users .

 There a re adequa te personne l to opera te bus iness and the duty-spilt
requirement sha ll not be viola ted.
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5.8.CA orRA Termination

As CA or RA needs to te rmina te opera tion, the re levant party sha ll notify subscribe r,
re lying party and other a ffected entitie s within the reasonable time as soon as poss ible
before opera tion is s topped.

If ce rtifica tion authority sha ll te rmina te opera tion,it sha ll formula te bus iness take-over plan
to reduce the losses of subscribe r and re lying party to the minimum. The te rmina tion plan
sha ll include the appropria te te rms as follows :

 Notify government agencies

 Notify the partie s a ffected by the te rmina tion of CA, such as subscribe r and
re lying party.

 Notify fees

 Revoke the CA certifica te is sued by certifica tion authority

 Save the archived documents and records of CA up to the specified period.

 Continue of ce rtifica tion revoca tion, such as issuing CRL or mainta ining online
certifica te s ta tus check. If necessa ry, the unexpired and non-revoked certifica te
of end-use and sub-CA sha ll be revoked

 If necessa ry, for unexpired certifica te , and unrevoked certifica te , in accordance
with indemnifica tion specified or success ive CA issue and renew the certifica te to
subscribe r

 Handle the priva te key of CA and hardware module of the priva te key.

 The te rmina tion of CA services sha ll be sent to the te rms of success ive CA.

When RA discontinues se rvice for any reason, SHECA dea ls with re la ted bus iness
matte rs and other matte rs in accordance with the s igning agreement.
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6. Technical Security Controls

6.1.Key PairGeneration and Installation

6.1.1.Key PairGeneration

1. Key of CA Genera tion
Key pa ir of CA is genera ted by the equipment approved and licensed by the s ta te
cryptography adminis tra tion department. The genera tion, management, s torage , backup
and recovery of key sha ll comply with re levant te rms of FIPS140-2..As
FIPS140-2s tandard is not recognized and supported by the s ta te cryptography
adminis tra tion department, country has s trict regula tory requirements for cryptography
products . There fore , SHECA only consults FIPS140-2 s tandards and chooses
autonomous encryption devices , under the s ta te encryption management consent, may
specifica lly re fe rence to the information provided by equipment manufacture rs .

To assure the absolute security of key pa ir of CA, the rigid procedures of key
management sha ll be es tablished to control the security of key pa ir. At leas t it includes
e lectromagne tic shie lding environment, supervis ion, key spilt, video surve illance and
other conditions .

2. Genera tion of subscribe rs s igning key pa ir
The genera tion of subscribe rs s igning key pa ir should be performed by subscribe r.
S igna ture ce rtifica te subscribe r sha ll use key pa ir genera ted by the equipment approved
and licensed by the s ta te cryptography adminis tra tion department, such as encryption
machine , encryption card, USB Key, IC card. Subscribe r should make sure the security
and compliance of the genera tion process . Before the choice of these devices , use rs may
consult in advance sys tem compatibility and acceptance re la ted towards SHECA. The
subscribe rs may be provided the USB Key by SHECA in accordance with the re levant
provis ions of the s ta te encryption management as genera tion and s torage devices , and
offe ring re levant guidance .

The key pa ir of ce rtifica te Subscribe r used in s igning sha ll be genera ted in accordance
with the te rms of na tiona l laws and policies .CA sha ll support multiple means of genera ting
the key pa ir used in s igning of multiple modes . Bes ides the key pa ir genera ted by
hardware cryptographic module , se rve r ce rtifica te subscribe r could take use of the
software of web server to genera te key pa ir, e -mail ce rtifica te could apply the key modules
of the browser, and certifica te applicants could se lect as required. In any way, the
security of key during the genera tion sha ll be assured. SHECA has a lready implemented
the secure and confidentia l measures in te rms of technology, bus iness procedures and
management.
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3. Genera tion for encryption key pa ir of the subscribe r
Encryption key pa ir is genera ted by the appropria te s ta te management ins titutions and
transmitted in the sa fe way.

4. Certifica te subscribe rs have the respons ibilitie s and obliga tions to protect the priva te
key security, and assume the lega l liability as this .
5. For TLS, Code Signing and S/MIME certifica tes , SHECA must not genera te key pa ir for
subscribe rs .

6.1.2. Private Key Delivery to Subscriber

Under the circumstances where subscribe r genera tes his /he r/its key pa ir, priva te key is
not sent to subscribe r as required. If CA genera tes Key pa ir for subscribe r, CA sha ll send
the priva te key to end-use r subscribe r through off-line security channe l or adopting
anti-tamper packaging. Da ta applied to activa te priva te key sha ll be transmitted to
subscribe r through other channe l.CA should record the dis tribution of the facility.

6.1.3. Public Key Delivery to Certificate Issuer

Certifica te subscribe rs apply for a ce rtifica te by the public key to SHECA,( For example ,
PKCS # 10 format) the public key within the reques ted information obta ining the protection
of subscribe rs priva te key s igna ture , use r's authentica tion and message integrity, and
trans fe rring by the way of sa fe ty and re liability.

The reply message of ce rtifica te is sued success fully is protected by the e lectronic
s igna tures and message integrity, trans fe rring by the way of sa fe ty and re liability.

6.1.4.CA Public Key Delivery to Relying Parties

The public key of CA sha ll be published to re lying partie s by downloading on the
webs ite .While is suing subscribe r ce rtifica te , CA could transmit the ce rtifica te cha in
conta ining the public key of CA to the fina l subscribe rs in the PKCS#7 format. Also CA
sha ll publish its public key through LDAP.

In addition, CA also supports the way of built-in browser and the software agreement
(such as S / MIME)to dis tribute public key to the re lying party.
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6.1.5.Key Sizes

For RSA key pa irs , SHECA sha ll ensure tha t the modulus s ize , when encoded, is a t leas t
2048 bits , and ensure tha t the modulus s ize , in bits , is evenly divis ible by 8.
The s ize of SM2 key is 256 bits .
S ince June 1,2021, the s ize of RSA key of codes igning certifica te or times tamp certifica te
should be 3072 bits or more .
The SHECA key pa ir length is RSA 2048 bits , RSA 3072 bits , RSA 4096 bits ,SHECA will
fully comply with the specifica tions and requirements for the length of key tha t is is sued by
na tiona l laws and regula tions , government authoritie s and others .

6.1.6. Public Key Parameters Generation and Quality

Checking

Public key paramete rs mus t be genera ted by the encryption equipment approved and
permitted by the na tiona l password authoritie s , such as encryption machine , encryption
card, USB Key, IC card, and follow genera tion norms and s tandards of these devices .
Public key paramete rs qua lity is a lso checked through the encryption equipment approved
and permitted by the na tiona l password authoritie s , such as encryption machine ,
encryption card, USB Key, IC cards .

6.1.7.Key Usage Purposes

Certifica te is sued by SHECA is X.509 vers ion3, conta ins key usage extens ion .If the key
usage of ce rtifica te is sued is defined in key usage extens ion , the ce rtifica te subscribe r
mus t use the key according to the key usage defined.
All key usage mus t conform to the te rms of the CP and re la ted CPS.

See section 7.1.2

6.2.Private Key Protection and Cryptographic Module

Engineering Controls

6.2.1.Cryptographic Module Standards and Controls

Key pa ir of CA is genera ted by the equipment tha t is approved and licensed by s ta te
cryptography adminis tra tion department of China . The genera tion, management, s torage ,
backup and recovery of key sha ll comply with re levant te rms of FIPS140-2..As

For ECDSA key pa irs , SHECA shall ensure tha t

the key represents a va lid point on the NIST P‐256, NIST

P‐384 or NIST P‐521e lliptic curve .
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FIPS140-2s tandard is not recognized and supported by the s ta te cryptography
adminis tra tion department, country has s trict regula tory requirements for cryptography
products . There fore , SHECA only consults FIPS140-2 s tandards and chooses
autonomous encryption devices , under the s ta te encryption management consent, may
specifica lly re fe rence to the information provided by equipment manufacture rs .

6.2.2. Private Key (n out of m) Multi-Person Control

The priva te key of CA is opera ted by multi-pe rson control (means n out of m policy, m>n,
n>=3), and adopt "Secre t Sharing" technology to spilt the activa ted da ta required in
opera ting the priva te key of CA into the severa l pa rts which are he ld by the members of
SHECA Security Certifica tion Committee . At leas t 3 or more than 3 Trus ted Persons a re
required to accomplish the procedures of genera tion and split while opera ting the priva te
key.

6.2.3. Private Key Escrow

The CA's s igning priva te key is re ta ined sole ly by SHECA and is not escrowed. For the
escrow of a subscribe r's s igning priva te key, please re fe r to Section 4.12.1.

6.2.4. Private Key Backup

In order to ensure ongoing opera tions , e lectronic ce rtifica tion se rvice agencies mus t
crea te backup of the CA priva te key for disas te r recovery. Such keys are s tored in
encrypted form within hardware cryptographic modules and associa ted key s torage
devices Backup of the priva te key in encrypted form is s tored in the hardware
cryptographic module ,and cryptographic modules used for CA priva te key s torage mee t
the requirements of 6.2.1. CA priva te key is copied to backup for hardware cryptographic
module to mee t the requirements of 6.2.6.

For subscribe rs s igning certifica te , if the priva te key is s tored in the software code module ,
it is proposed tha t subscribe rs backup the priva te key, the backup priva te key us ing the
password for access control authorized to prevent unauthorized modifica tion or
disclosure .

For subscribe rs encryption certifica te , the protection, management, a rchiving, backup,
escrow etc. of encrypted priva te key are regula ted and decided by the appropria te s ta te
key management department .Certifica te subscribe rs can communica te with the
appropria te na tiona l authoritie s on priva te key backup problem.
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6.2.5. Private Key Archival

SHECA priva te key will be secure ly re ta ined afte r encrypted. SHECA does not a rchive
Priva te Keys .

6.2.6. Private Key Transfer Into or From a Cryptographic

Module

SHECA priva te key backup is run s trictly in accordance with procedure and s tra tegies
specified by SHECA, in addition, any imported and exported opera tions not to be a llowed.
When CA key pa ir is backed up to another hardware cryptographic module , by the way of
the encrypted form to transmit be tween the modules , and made a authentica tion before
the transmitting to prevent the CA priva te key from being los t, s tolen, modified, disclosure
non-authorized , used unauthorized .

SHECA does not provide subscribe r for the way tha t priva te key derived from the
hardware cryptographic module and does not a llow this opera tion. As for the priva te key
s tored in the software code module , and if subscribe rs a re willing to bear the re levant
risks , the subscribe r can choose the way of import and export, the opera tion us ing
password protection and other control measures authorized access .

6.2.7. Private Key Storage on Crytographic Module

SHECA store the priva te key us ing the encryption equipment and modules approved
and permitted by the na tiona l encryption department, and a ll the priva te keys s tored in the
cryptographic modules is s tored in the form of cipher text.

Subscribe r's priva te key is s tored in the USB key medium meeting the regula tions of the
na tiona l password adminis tra tion, and a ll the priva te key s tored in the USB key is s tored in
the form of cipher text. For the priva te key genera ted by software cryptographic modules ,
it is be tte r for them to be used and s tored in hardware cryptographic modules (such as
USB Key, Smart Card)as well as othe r specific software code modules with security
measures .

For code s igning certifica tes and EV code s igning certifica tes , SHECA ensure tha t the
Subscribe r’s Priva te Key is genera ted, s tored, and used in a suitable Hardware Crypto
Module tha t mee ts the requirements specified in Section 6.2.7.4 of the current Code
Signing Base line Requirement.
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6.2.8.Method of Activating Private Key

All priva te keys sha ll be advised to be activa ted through ente ring password, unless
subscribe r himse lf/he rse lf/itse lf pre fe rs to modify and is willing to assume the appropria te
respons ibilitie s .

The priva te key of CA sha ll be saved in hardware cryptographic module , and its activa tion
da ta sha ll be spilt in accordance with Section 6.2.2, and be saved in the hardware media
such as IC card. The priva te key mus t be activa ted through ente ring the da ta with the way
of n out of m.

For the priva te key s tored in the subscribe r's compute r software code module , the
subscribe r should take reasonable measures to protect phys ica lly the compute rs in order
to prevent use rs without the authoriza tion us ing subscribe rs ' compute rs and the re levant
priva te key from the others . If the priva te key is s tored in software password module
without the password protection, then the loading of software cryptographic module
means the activa tion for priva te key. If you use password to protect priva te key, a fte r
software code module is loaded, you need a lso input the protection password to activa te
the priva te key.

For the priva te key saved in such as USB Key, smart ca rds , encryption card, encryption
machine , or othe r forms of hardware module , the subscribe r can furthe r protect through
password, fingerprint, IC card, e tc. Afte r the subscribe rs compute r is ins ta lled the
appropria te drive r, the USB Key, smart ca rds a re plugged into the appropria te device to
ente r the protection password or fingerprint, and then the priva te key is activa ted.

6.2.9.Method of Deactivating Private Key

Once the priva te key is activa ted, unless the s ta te is removed, the priva te key is a lways
active . In the use of some priva te key, priva te key is activa ted each time , only for one
opera tion, if it needs for a second, it mus t be activa ted aga in.
The method of deactiva ting priva te key includes logout, power cut, remova l of hardware
cryptographic module , cance lla tion of use r or sys tem etc.

Subscribe r removed the way of the priva te key active s ta tement decided its own , such as
exit, power off, remove token / key, automatic freeze and so on. Subscribe r own must
bear the risk and respons ibility for removing the priva te key active s ta tement.

For the priva te key of CA, as the encryption equipment powers off where the priva te key
saves , the priva te key will ente r into inactiva ted s ta tus .
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6.2.10. Method of Destroying Private Key

If the priva te key of CA sha ll not be used any longer, or the public key corresponding with
the priva te key expires or has been revoked, the priva te sha ll be a rchived as required, and
the non-a rchiving priva te key sha ll be de le ted from encryption devices thorough, and the
encryption equipment sha ll be initia lized and be des troyed phys ica lly. The archived
priva te key of CA sha ll be des troyed by multiple Trus ted Persons during its a rchiving
period, and be de le ted thorough from encryption equipment, the encryption equipment
sha ll be initia lized and be des troyed by encryption equipment phys ica lly. All things used in
activa ting such as PIN code , IC card, dynamic token e tc sha ll a lso be des troyed or
recycled with the priva te key.

If the priva te key of CA sha ll not be used any longer, or the public key corresponding with
the priva te key expires or has been revoked, subscribe r sha ll de te rmine the method of
des troying the priva te key, including de le tion of priva te key, initia liza tion of sys tem or
cryptographic module , des truction of the module where the priva te key saves phys ica lly
and other methods . The subscribe r mus t ensure log off e ffective ly the priva te key, and
bear the re levant respons ibility.

6.2.11 Cryptographic Module Rating
SHECA uses the products approved and permitted by the na tiona l encryption department,
and accepts various s tandards , specifica tions , assessment, eva lua tion certifica tion and
other requirements published by the na tiona l encryption department. SHECA se lects the
module according to product performance , e fficiency, supplie r qua lifica tions and other
aspects .

6.3.OtherAspects of Key PairManagement

6.3.1. Public Key Archival

CAs sha ll a rchive the ir own public keys , as well as the public keys of a ll CAs within the ir
Sub-domains , in accordance Section 5.5.

6.3.2.Certificate Operational Periods and Key Pair Usage

Periods

The usage period of public keys and priva te keys is re la ted to va lidity period of ce rtifica te ,
but it is not comple te ly cons is tent. For the certifica te s igning used, the priva te key can only
be used for digita l s igna tures within the certifica te va lidity period, the use period of priva te
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key not exceeding the va lidity period of the certifica te . However, in order to ensure
s igna ture information within the certifica te va lidity period can be verified, the usage period
of public keys can surpass va lidity period of ce rtifica te . For encryption certifica te , the
public key can only be used for encrypted information within the va lidity period of
ce rtifica te , the use period of priva te key not exceeding the va lidity period of the certifica te .
However, in order to ensure information encrypted can be used to unlock the information
within the va lidity period of ce rtifica te , the usage period of priva te keys can surpass
va lidity period of ce rtifica te . Certifica te authentica tion used, the priva te key and public key
can be used within the va lidity period of ce rtifica te . When a certifica te has multiple usages ,
the usage period of public keys and priva te keys is a combina tion of the above .

The certifica te opera ting period is in accordance with the va lidity period conta ined within
the certifica te .. For CA certifica tes , the longes t pe riod does not exceed 30 years . Refe r to
CPS 6.3.2 for de ta ils .

6.4.Activation Data

6.4.1.Activation Data Generation and Installation

In order to protect the security of priva te keys , ce rtifica tes subscribe r genera ting and
ins ta lling activa tion da ta mus t ensure sa fe ty and re liability, so as to avoid the priva te key
compromised, s tolen, used unauthorized, tampered, or disclosed unauthorized.

Activa tion da ta of CA priva te key mus t follow the requirements of the key activa tion da ta
segmenta tion and key management methods to make a s trict production, dis tribution and
usage .

Activa tion da ta for subscribe rs ' priva te key, including passwords for downloading the
certifica te (provided in the form of the password enve lope ), USB Key, landing passwords
of IC card , mus t genera te randomly in the sa fe and re liable environment .
All protection password sha ll be not easy to guess , and sha ll comply with the following
principles :

 8 characte rs a t leas t

 Conta ining one characte r and a number a t leas t

 Conta ining one lower-case le tte r a t leas t

 Without conta ining many same characte rs

 No name is the same as the opera tor

For SSL certifica tes issued afte r September

1th, 2020, the maximum validity must not exceed 398

days . For S/MIME certifica tes (s trict or multipurpose

genera tion), the maximum validity must not exceed 825

days . For S/MIME certifica tes (legacy genera tion), the

maximum validity must not exceed 1185 days . For Code

Signing certifica tes , the maximum validity must not

exceed 39 months . For Time Stamping certifica tes , the

maximum validity must not exceed 135 months .For other

subscriber certifica tes , there ’s no s tipula tion regarding

the va lidity period

删除[C]:
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 Without us ing birthday, te lephone and other numbers .

 Longer Sub-characte rs in the information of use r name

6.4.2.Activation Data Protection

For the activa tion da ta of CA priva te key, mus t be segmented according to re liable way to
adminis te r by diffe rent people , and adminis te r mus t mee t the requirements of
segmenta tion.

If the ce rtifica te subscribe r uses a password or PIN to protect priva te key, the subscribe r
should take good care of password or PIN to prevent the leakage or the ft. If the ce rtifica te
subscribe r uses biologica l characte ris tics to protect the priva te key, the subscribe r should
a lso take a ttention to prevent its biologica l characte ris tics from illega l obta ining.
Meanwhile , in order to mee t the sa fe requirements of bus iness sys tems , activa tion da ta
should a lways be modified.

6.4.3.OtherAspects of Activation Data

When activa tion da ta of the priva te key is trans fe rred, they should be protected from loss ,
the ft, modifica tion, unauthorized disclosure , or unauthorized usage during the
transmiss ion.

The priva te key activa tion da ta no usage should be des troyed, and protect them from los t
the ft, disclosure or unauthorized use during the process . The des truction result can not be
obta ined directly or indirectly some or a ll of the activa tion da ta by the remnants
information and medium, such as paper recorded passwords mus t be crushed.

6.5.Computer Security Controls

6.5.1. Specific Computer Security Technical Requirements

Information security management of UNTSH sys tem agrees " Certifica te Authentica tion
Sys tem Encryption Security Technica l Specifica tions" published by Sta te Encryption
Adminis tra tion," Electronic Authentica tion Service Management Approach "published by
Minis try of Indus try and Information Technology, s tandards of information security in
ISO17799 and security s tandards of othe r re levant information. SHECA draws up
comprehens ive and perfect security management s tra tegies and s tandards , has
implementa tion, review and record within opera tions .
Main security technology and control measures includes :identifica tion and
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va lida tion,logica l access control, phys ica lly access control,pe rsonne l duty decentra lized
management,ne twork access control,e tc.

Through s trict security controls to ensure tha t the sys tem of CA software and da ta file s is
sa fe and re liable without unauthorized access . In addition, the ce rtifica tion authoritie s
should only a llow necessa ry personne l with work requirements to access the certifica te
se rver, and the genera l applica tion use r has not account in the certifica te se rver. Core
sys tem must be separa ted phys ica lly with other sys tems and the production sys tem
separa ted with other sys tem for logic isola tion.

6.5.2 Computer Security Rating
UNTSH sys tem passes the re la tive eva lua tion, review and certifica tion of the Sta te
Cryptography Adminis tra tion, China Nationa l Information Security Eva lua tion Cente r, the
Shangha i Information Security Eva lua tion Cente r and other third-party agencies .

6.6.Life Cycle Technical Controls

6.6.1. System Deve lopment Controls

Deve lopment controls of UNTSH sys tem includes Trus ted Person management,
deve lopment environment security management, product des igning and deve lopment
assessment, the usage of re liable deve lopment tools e tc, and product sys tem des igned to
mee t the requirements of redundancy, fault tole rance , modula rity.

6.6.2. Security Management Controls

Information security management of UNTSH sys tem follows s trictly the re levant opera tion
management specifica tion of the Minis try of Indus try and Information Technology, the
Sta te Encryption Adminis tra tion and other departments and SHECA security management
s tra tegy to opera te .

The usage of the whole sys tem has a s trict control measures , and a ll the sys tems may
use through rigorous tes ting and verifying .Any modifica tions and upgrades will be
recorded for re fe rence and make a vers ion control, functiona l te s t and record. SHECA
also carrie s out regula r and irregula r inspection and tes t for ce rtifica tion sys tems .

Opera tion sys tem sha ll use a s trict management sys tem to control and monitor the
configura tion of sys tem to prevent unauthorized modifica tion.

Hardware devices a re sa fe ty checked before from procurement to on-line to identify
whe ther the device is compromised and the exis tence of security holes . The procurement
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and ins ta lla tion of encryption equipment is in a more s trict security control mechanism to
carry out inspection, ins ta lla tion and acceptance .

Afte r a ll the hardware and software equipment a re upgraded, SHECA must confirm
whether the information for a ffecting authentica te bus iness security is in was te equipment
during the process .

6.6.3.Life Cycle Security Controls

No stipula tion.

6.7.Network Security Controls

UNTSH sys tem sha ll use and upgrade timely multi-leve l firewalls , intrus ion de tection,
security auditing and virus protection sys tem, and sha ll audit and assess the policy
periodica lly to reduce the risks from network as fa r as poss ible .

6.8.Time-s tamping

All kinds of sys tem log and opera tions log of authentica tion sys tem sha ll conta in time and
da te information. Such time information need not be cryptographic-based.

7. Certificate , CRLand OCSP Profiles

7.1.Certificate Profile

UNTSH certifica tes genera lly conform to ITU-T X.509 V3(1997):Information Technology –
Open Sys tems Inte rconnection – The Directory: Authentica tion Framework(June 1997)
and RFC 5280: Inte rne t X.509 Public Key infras tructure Certifica te and CRL Profile ( May
2008).

7.1.1.Vers ion Number(s )

UNTSH certifica tes a re in line with X.509 V3 certifica te format . The vers ion information is
s tored in the a ttribute column of certifica te vers ion.



.
69 / 95

7.1.2.Certificate Extens ions

In addition to the certifica te s tandard items and s tandard extens ions , SHECA also uses
priva tes extens ions provided by SHECA itse lf.

1. Certifica te extens ions

 Key Usage

Electronic s igna tures , non-repudia tion, key encryption, da ta encryption, key agreement,
ve rifica tion of ce rtifica te s igna tures , ve rifica tion of CRL signa tures , only encryption and
only decryption.
The key usage for othe r types of ce rtifica tes a re se t based on demand which is compliant
with RFC5280.

 Certifica te Policy

Certifica te policy issued by SHECA is in line with the X.509 certifica te format, which is
s tored in the a ttribute column of certifica te policy .

 Bas ic Cons tra ints

Bas ic res trictions is used to identify the certifica te holder's identity, such as fina l use rs .

 Extended Key Usage

The extended key usage for othe r types of ce rtifica tes a re se t based on demand which is
compliant with RFC5280.

 CRL Dis tribution Points

The extens ion of CRL dis tribution point conta ins a URL which can obta in CRL and is used
to verify the certifica te s ta tus .
2. Client-de fined Extens ions
The content of priva te extens ions re fe rs to about ce rtifica te cus tom extens ion ins tructions
in CP appendix.

7.1.3.Algorithm Object Identifiers

Keys and hash a lgorithms for SHECA’s TLS/ Code Signing/ Time Stamp/ SMIME
certifica tes mee t the requirement specified in /B Forum Base line Requirements and the
Applicable Requirements ,othe rs mee t the requirement specified of S ta te Cryptography

SSL Certifica te

(RSA)

SSL Certifica te

删除[C]:
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The extens ion is used to decla re the approba tory type of

certifica te approved for a re lying party who uses ne t

scape . The extens ion is decla red as the following key
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Adminis tra tion.

7.1.4.Name Forms

UNTSH certifica te , the format and context of its name forms sha ll conform to the
dis tinguished name format of X.501.

7.1.5.Name Constraints

Subscribe r’s name must be meaningful, and sha ll conta in the semantics which could be
unders tood, could demons tra te the identity of individua l, organiza tion or facility in the
certifica te subject, subscribe r ce rtifica te sha ll not be a llowed to use anonyms or
pseudonyms. SHECA can specify a specia l name for the use r in accordance with certa in
rules and link unique ly the specia l name to a defined entity (individua l, unit or device ) in
some specia l requirements e -government applica tions . Any particula r name must be
approved by SHECA Security Certifica tion Committee .

7.1.6.Certificate Policy Object Identifier

The certifica tes is is sued by SHECA in accordance with the X.509 s tandard, whose policy
object identifie r is s tored in the re levant topic of ce rtifica te policy . P lease re fe r to
ce rtifica te format specifica tion in the appendix.

7.1.7.Usage of Policy Constraints Extens ion

No stipula tion.

7.1.8. Policy Qualifier Syntax and Semantics

No stipula tion.

7.1.9. Process ing Semantics for the Critical Certificate

Policies Extens ion

No stipula tion.

7.1.3.1 SubjectPublicKeyInfo

The following requirements apply to the

subjectPublicKeyInfo fie ld within a Certifica te or

Precertifica te . No other encodings are permitted.

7.1.3.1.1 RSA

SHECA indica tes an RSA key us ing the rsaEncryption

(OID: 1.2.840.113549.1.1.1) a lgorithm identifie r, and it is

an explicit NULL. SHECA shall not use a diffe rent

a lgorithm to indica te an RSA key.

SHECA shall not use sha1RSA algorithm for the publicly

trus ted certifica tes .

7.1.3.1.2 ECDSA

SHECA indica tes an ECDSA key us ing the

id-ecPublicKey (OID: 1.2.840.10045.2.1) a lgorithm

identifie r. The parameters must use the namedCurve

encoding.

For P-384 keys , the namedCurve is secp384r1 (OID:

1.3.132.0.34).

7.1.3.1.3 SM2

SHECA uses sm2Encryption (OID1.2.156.10197.1.301).

7.1.3.2 Signature AlgorithmIdentifier

All objects s igned by SHECA Priva te Key conform to

these requirements on the use of the AlgorithmIdentifie r

or AlgorithmIdentifie r-derived type in the context of

s igna tures .

In particula r, it applies to a ll of the following objects and

fie lds :

The s igna tureAlgorithm fie ld of a Certifica te or

Precertifica te .

The s igna ture fie ld of a TBSCertifica te (for example , as

used by e ither a Certifica te or Precertifica te ).

The s igna ture Algorithm fie ld of a Certifica teLis t

The s igna ture fie ld of a TBSCertLis t

The s igna ture Algorithm fie ld of a Bas icOCSPResponse .

No other encodings are permitted for these fie lds .

7.1.3.2.1 RSA

SHA-256 with RSA，(OID) 1.2.840.113549.1.1.11

SHA-384 with RSA，(OID) 1.2.840.113549.1.1.12

SHA-512 with RSA，(OID) 1.2.840.113549.1.1.13

7.1.3.2.2 ECDSA

SHA-256 with ECDSA, (OID) 1.2.840.10045.4.3.2

SHA-384 with ECDSA, (OID) 1.2.840.10045.4.3.3

SHA-512 with ECDSA, (OID) 1.2.840.10045.4.3.4

7.1.3.2.3 SM2

SHECA uses SM3withSM2Encryption s igna ture

a lgorithm (OID: 1.2.156.10197.1.501).

删除[C]:
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7.2.CRLProfile

CRL issued by UNTSH sha ll conform to RFC 5280.

7.2.1.Vers ion Number(s )

SHECA currently is sues CRL of X.509 V2 vers ion, the vers ion number was s tored in the
columns of CRL vers ion format .

7.2.2.CRL

The CRLs issued by the SHECA certifica tion sys tem comply with the RFC 5280 s tandard.

7.2.3.CRLDownloading

Users can download the CRL through the URL indica ted in CRL extens ions issued by
SHECA.

7.3.OCSP Profile

SHECA provides use rs OCSP (Online Certifica te S ta tus Inquiry Service ), OCSP as an
effective complement to the CRL, and it is convenience for the certifica te use r to query
certifica te s ta tus information in time .

7.3.1.Vers ion Number(s )

RFC 6960 defines the OCSP V1.

7.3.2.OCSP Extens ions

SHECA’s OCSP Extens ions a re cons is tent with RFC 6960.

and CRLEntry Extens ions删除[C]:

If a CRL entry reasonCode extens ion is present,

the reason must indica te the most appropria te reason for

revoca tion of the certifica te . Refer to CPS section 7.2.2.
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8.Compliance Audit and OtherAssessments

As a opera ting subject of UNTSH, SHECA carries out quarte rly inte rna l audit and
opera tiona l assessment to ensure the re liability , security and controllability of ce rtifica tion
se rvices , and a t leas t 3% ss l ce rtifica tes a re randomly se lected from all the ss l ce rtifica tes
to eva lua te each time . In addition to inte rna l audit and assessment, SHECA also hires an
independent auditing firm in accordance with WebTrus t audit to exte rna l assessment for
the CA rules .

8.1.Frequency and Circumstances of Assessment

1. SHECA accepts the assessment and inspection authoritie s annua lly under the
"Electronic S igna ture Law", "Electronic Authentica tion Services" and other requirements .
2. SHECA will pe rform inte rna l assessment and review periodica lly a t leas t annua lly,
conta ining assessment and review of other entitie s (RA, se rvice points e tc) according to
the requirement of na tiona l agencies , the re levant na tiona l s tandards and the opera tions
and services formula ted in the CP, as well as the provis ions of inte rna l assessment and
audit.
3. SHECA will hire independent auditing firm, according to the audit rules formula ted by
WebTrus t for CA, to perform exte rna l audit and assesses annua lly.
4. SHECA will implement risk assessment annua l to dis tinguish the threa t inte rna l and
exte rna l, and eva lua te the like lihood of the threa t and damage caused by the incident, and
make sure whe ther the current corresponding s tra tegies , technologies , sys tems , and
re la ted measures a re adequa te to the risk leve l.

8.2.Qualifications of Assessor

1. SHECA unconditiona lly rece ives the assessment from Minis try of Indus try and
Information Technology. SHECA is implemented eva lua tion by those who have the
qua lifica tions and experiences which depend on the competent departments .

2. During the inte rna l assessment audit, SHECA requires a assessment s ta ff a t leas t
have the re la ted knowledge of ce rtifica tion and information security audit, more than
two years re levant experience and are familia r with the norms of the CP and the CPS,
and should have a knowledge and practica l experience of compute r, ne twork and
information security. Inte rna l assessment is organized and implemented by SHECA
Stra tegy Deve lopment Department.

3. Exte rna l auditing firm hired sha ll have the following qua lifica tions :

 Must be permitted and qua lified assessment agency and have good reputa tion
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in the indus try.

 Sha ll have knowledge of compute r information security sys tem,
te lecommunica tions and ne twork security requirements , PKI technology,
s tandards and opera tions .

 Sha ll have the expertise and tools to check the sys tem performance .

 Sha ll have the spirit of independent audit.

8.3.Assessor’s Relationship to Assessed Entity

1. The exte rna l eva lua tors (the Minis try of Indus try and Information Technology,
independent auditing firms and other entitie s ) and SHECA are independent, the re is no
bus iness , financia l transactions , or any other inte res t could affect the objectivity of the
assessment, and assessors should eva lua te SHECA with independent, impartia l and
objective a ttitude .

2. It is re la tionship independent be tween SHECA inte rna l assessors and the object

eva lua ted, without any inte res t enough to affect the objectivity of the assessment, and

assessors should eva lua te object with independent, impartia l and objective a ttitude .

8.4.Topics Covered by Assessment

1. SHECA accepts the assessment of any content in accordance with requirements and
specifica tions ra ised by Minis try of Indus try and Information Technology.

2. SHECA inte rna l assessment and audit includes :

 Whether SHECA deve lops and publishes CPS

 Whether SHECA deve lops the re levant practices and opera tion agreement

in accordance with CPS

 Whether it opera tes in accordance with CPS and re la ted bus iness practices and
opera tiona l protocols
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 Service Integrity: the key and certifica te life cycle sa fe ty management, ce rtifica te
revoca tion opera tion, sa fe opera tion of bus iness sys tems , bus iness practices
review

 Phys ica l and environmenta l security controls : information security management,
pe rsonne l security controls , security control of building facilitie s , security
controls of hardware and software equipment and s torage medium , sys tem and
ne twork security control, security controls of sys tem deve lopment and
maintenance , disas te r recovery and backup sys tem management , audit and
archive security management .

3. The third-party auditor firm audits independently SHECA in accordance with WebTrus t
specifica tion requirements for CA.

8.5.Actions Taken as a Result of Deficiency

1. Afte r the Minis try of Indus try and Information Technology assessment has comple ted,
SHECA must inspect de ficiencies and shortcomings based on the results of the
assessment . According to the requirements of its proposed rectifica tion, SHECA submits
modifica tion and prevention measures and corrective plans , and accept its review of the
corrective plan as well as reassess the s itua tion.

2. Afte r SHECA comple tes the inte rna l assessment, the eva lua tors need to lis t the
de ta iled lis t of a ll the problem projects . The eva lua tors and the object eva lua ted should
discuss the issue and the written results should be noticed to SHECA Safe ty Certifica tion
Commiss ion and the person eva lua ted for furthe r process ing.

The object eva lua ted mus t inspect de ficiencies based on the results of assessment,
submit modifica tions and preventive measures and corrective plans , and accept the
assessment of the corrective plan and the eva lua tion of rectifica tion once aga in .

3. Afte r the assessment from a third-party auditor firm is comple ted, SHECA will rectify in
accordance with its work reports and accept the audit and eva lua tion once aga in.

If the authentica tion agencies confirms tha t the accident and no action found in the audit
will re sult in threa t immedia te ly to the cons is tency or integrity of ce rtifica te security sys tem,
then the certifica tion agencies will deve lop corrective action plans within 30 days and
execute within reasonable time .
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8.6.Communications of Results

1. Afte r the assessment, the Minis try of Indus try and Information Technology will dea l with
assessment results in accordance with laws and regula tions . The audit results will be
published by the webs ite http://www.sheca .com.
2. Afte r SHECA's inte rna l assessment result is de fined by the object re levant person
eva lua ting, result will be trea ted as confidentia l information to handle . Only the object
eva lua ted and the eva lua tor as well as SHECA Safe ty Certifica tion Committee can
unders tand. Non-ce rtified by the SHECA security committee approva l or authorized by
object eva lua ted, the eva lua tors can not disclose to any other unre la ted third partie s .
In the necessa ry, the notifica tion method of assessment results associa ted with SHECA
entitie s , which will be s tipula ted in agreement SHECA and eva lua ted entity.
3．Afte r the assessment from a third-party auditor firm is comple ted, the audit results will
be published by the webs ite http://www.sheca .com.
Any third-party notices the assessment results or s imila r information to eva lua tion entity ,
which mus t be clea r in advance tha t the purpose and manner of notice will be shown to
SHECA and obta in SHECA consent, except othe rwise provided by law. SHECA re ta ins
the lega l authority in this a rea .

9. OtherBusiness and Legal Matters

The CP as a part of Subscribe r Agreement, is a cons tra int for UNTSH participants .
Especia lly, fees , laws , finance , warranty and other rights and obliga tions sha ll be
unders tood and followed sufficiently and adequa te ly by subscribe r, re laying parts , CA and
RA.

9.1.Fees

SHECA charges subscribe rs for ce rtifica te . The subscribe rs have the obliga tion to pay
SHECA under prices SHECA published or specified in agreement s igned by SHECA .

The price of the certifica te and re la ted se rvices will be published on the webs ite
http://www.sheca .com . Published price will e ffect in accordance with SHECA specified
time , if the re isn't specified effective time , it will be e ffect a fte r seven days from the da te of
price publica tion . SHECA can a lso notify subscribe r changes of prices by other ways .

If the price specified in SHECA agreement is diffe rent from the one published, the
agreement price preva il.

http://www.sheca.com
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9.1.1.Certificate Issuance orRenewal Fees

The fees of SHECA issuance and renewing certifica tes a re published in the webs ite
http://www.sheca .com for use r to query.
The announcement price is approved by the Shangha i Price Bureau.
If the price specified in SHECA agreement is diffe rent from the one published, the
agreement price preva il.

9.1.2.Certificate Access Fees

At present SHECA doesn't charge for ce rtifica te inquiring. Unless the use r asks for specia l
demand, which need SHECA pays extra charge , and SHECA will charge to negotia te with
use rs .

If charging policy of the certifica te query has any change , SHECA will promptly pos ts on
the webs ite http://www.sheca .com.

9.1.3.Revocation or Status Information Access Fees

SHECA currently does not charge any fees for ce rtifica te revoca tion and s ta tus inquiry. If
inquiry charging policy has any change , SHECA will promptly pos t on the webs ite
http://www.sheca .com.

If the specified price s igned in SHECA agreement is diffe rent from the price published ,
the agreement price preva il.

9.1.4. Fees forOther Services

1. When the use r reques ts to SHECA for CPS or other paper re la ted documents , SHECA
needs to charge fee for pos tage and handling.
2. SHECA sha ll offe r ce rtifica te s torage media and its re la ted se rvices to subscribe r, and
the price sha ll be specified in the agreement be tween SHECA and subscribe r or SHECA
and other entitie s .
3. Other se rvices cos t tha t SHECA will or may provide will be re leased in time for use r to
query.

9.1.5.Refund Policy

Fees charged subscribe rs by SHECA, except the certifica te applica tion and renewal fees
can be re funded because of specific reasons , SHECA does not re fund any fees .

http://www.sheca.com
http://www.sheca.com
http://www.sheca.com
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In the process of the certifica te opera tion and the certifica te is sued, SHECA complies with
s trict opera ting procedures and policies . If SHECA viola tes its respons ibilitie s under this
CPS or other mate ria l obliga tions , subscribe rs can reques t SHECA to revoke certifica tes
and re fund. Afte r SHECA revokes subscribe rs ce rtifica te , SHECA will full re fund
immedia te ly to subscribe rs tha t apply for the certifica te .Subscribe rs need to fill out a
re fund applica tion form and submit to SHECA and its authorized se rvice agencies to
reques t a re fund.

Refund policy does not limit use rs to obta in other repara tion.

Afte r accomplishing re fund, SHECA sha ll inves tiga te its lega l respons ibility, if subscribe r
continues to use the certifica te .

9.2.Financial Respons ibility

9.2.1. Insurance Coverage

SHECA sha ll de te rmine the insurance policy according to bus iness deve lopment.
Currently, SHECA se lf-insures for liabilitie s a ris ing from its performance and obliga tions
under the corresponding CPS.

9.2.2.OtherAssets

SHECA ensurs it has sufficient financia l s trength to mainta in normal opera tions , fulfill
corresponding obliga tions , and reasonably assume respons ibilitie s to subscribe rs and
re lying partie s .

9.2.3. Insurance or Warranty Coverage for Terminal

Entitie s

If SHECA is judicia lly de te rmined to bear compensa tion and/or indemnifica tion liabilitie s , it
will a ssume the corresponding compensa tion liabilitie s in accordance with the ruling of the
re levant a rbitra tion ins titution or the judgment of the court.
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9.3.Confidentiality of Bus iness Information

9.3.1. Scope of Confidential Information

1. Confidentia l information includes the agreement, le tte rs and bus iness agreement e tc.
be tween SHECA and its authorized certifica te se rvice authority, SHECA and subscribe r,
SHECA and other participants offe ring certifica te se rvices , SHECA and its corre la tive
entitie s . Unless laws has clea r provis ions and SHECA offe rs explicitly written permiss ion,
genera lly confidentia l information is not a llowed to be published without the other’s
permiss ion.

2. The priva te key corresponding to subscribe r holder public key is confidentia l, and
certifica te subscribe r keeps the priva te key properly complying with the provis ions of this
CPS and could not publish it to any third-party which are not authorized. If ce rtifica te
subscribe r discloses the priva te key, a ll re spons ibilitie s sha ll be born by subscribe r.

3. Confidentia l information conta ins auditing report, audit results of SHECA or its re levant
entitie s and other re la ted information, and confidentia l information could not be disclosed
to any one , except for the authorized and trus ted personne l. These information could not
be used in other functions but audit or laws and regula tions .

4. Under the circumstances where the information re la ted with SHECA certifica tion
sys tem opera tion has been des igna ted, ,and the information could only be offe red to the
personne l authorized by SHECA, but the authoriza tion does not mean the information is
open to public. For SHECA, a ll information involved in sys tem opera tion sha ll be within the
scope of confidentia lity.

5. UNTSH sys tem structure , configura tion, includes sys tem, ne twork, da ta base e tc., the
various type of se rvice sys tem security configura tion and program; sys tem opera tion,
maintenance records ; va rious type of sys tem opera tion password.
6. UNTSH documents and records about opera tion management, including phys ica l
security policy and its implementa tion plans , logica l security policy and its implementa tion
plans ; key management policy and opera tiona l records ; a lis t of Trus ted Personne l;
inte rna l security management policy and sys tem; the applica tion records approved or
re jected by CA or RA etc.

7. All UNTSH certifica te holders ’identity information, subscribe r or his /he r/its applica tion
sys tems sha ll ge t access to CRL, OCSP (time , frequency) and so on.

8. Unless the law provides explicitly, SHECA has no obliga tions to, and sha ll not publish
or disclose any information excluding the information conta ined in subscribe r’s ce rtifica te ;
Also, when SHECA signs agreement with its authorized certifica tion authority, or othe r
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re levant entitie s ,above a ll sha ll be regarded as the requirements to mee t.

9.3.2. Information Not Within the Scope of Confidential

Information

1. The applica tion process , applica tion procedure , applica tion opera tion and other
information re la ted with certifica te could be opened. And SHECA could utilize the
information including the above information transmitted to the third party to handle
applica tion bus iness .

2. Non-confidentia l information includes re levant subscribe r information involved in
certifica te . The subscribe r information involved in certifica te could be opened.

3. Certifica te and the public key conta ined in certifica te a re a fforded for use rs to publish,
check and verify.

4. The information of ce rtifica tion revoca tion is open information, and SHECA sha ll publish
the information in directory se rver.

5. Certifica te Policy (CP), Certifica tion Practice S ta tement (CPS), Subscribe r Agreement
and so on.

The non-confidentia l information could not be used by any unauthorized third-party, and
SHECA and information holder sha ll rese rve re levant rights of the information.

9.3.3.Respons ibility to Protect Confidential Information

SHECA, any subscribe r, re levant entitie s and partie s involved in certifica tion bus iness ,
sha ll have the obliga tions to assume appropria te respons ibility of keeping confidentia l
information in accordance with this CP, and mus t protect it through effective technica l
means and management process .
When facing with any requirements of laws and regula tions or any demands for
undergoing lega l process of court and other agencies , SHECA must review confidentia l
information in this CP, and could publish the re levant confidentia l information to
law-enforcing department according to requirements of laws , regula tions , lega l doctrines
or court judgements . SHECA sha ll not assume any respons ibility. The revea l sha ll not be
regarded as a breach of confidentia l requirement and obliga tions .

As confidentia l-information holder requires SHECA to publish or revea l a ll his /he r/its own
confidentia l information due to some causes , SHECA sha ll sa tis fy his /he r/its requirements ;
Also, SHECA sha ll require the holder’s applica tion and authoriza tion in writing to express
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his /he r/its own will of publishing or revea ling.

If compensa tory obliga tions sha ll be involved in the behavior of revea ling confidentia l
information, SHECA sha ll not assume any damage re la ted with it or caused by the
publishing of confidentia l information. The confidentia l-information holder sha ll a ssume
compensa tory respons ibilitie s re la ted with it or caused by the opening of confidentia l
information.

9.4.Privacy of Personal Information

9.4.1. Privacy Plan

SHECA values a ll use rs and the ir privacy, and formula tes corresponding management
measures to protect the privacy information.

9.4.2. Information Treated as Private

As SHECA manages and uses re levant information offe red by subscribe r, in addition to
the information in the certifica te , the bas ic information and identifica tion information, sha ll
be cons ide red as privacy, and the information sha ll not be published without subscribe r’s
agreement or the lega l requirements of laws and regula tions and other agencies .

9.4.3. Information Not Deemed Private

All information made public in a certifica te he ld by subscribe r and the s ta tus information of
the certifica te e tc, , is deemed not priva te , and sha ll not be regarded as privacy
information.

9.4.4.Respons ibility to Protect Private Information

SHECA, any subscribe r, re levant entitie s and the participants involved in certifica tion
bus iness , sha ll have the obliga tions to assume corresponding respons ibilitie s of protecting
privacy information, and mus t not disclose the privacy information to a third party a t will.

9.4.5.Notice and Consent to Use Private Information

Any subscribe r information SHECA obta ining within the scope of ce rtifica tion bus iness ,
only be used for identifying, managing and serving subscribe rs . As us ing the information,
no matte r the privacy is involved or not, SHECA has no obliga tions to notify subscribe rs ,
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and doesn't ge t subscribe r consent.

Under any requirements of laws and regula tions , and demands for undergoing the lega l
process of othe r agencies , or under the circumstance where priva te information holder
submits the written authoriza tion to certa in object for publishing the information, SHECA
has no obliga tions to notify subscribe r, and to obta in the consent from the subscribe r.

If ce rtifica tion authority and regis tra tion authority sha ll apply use r’s priva te information to
other purposes beyond the functions agreed be tween two s ides , CA and RA sha ll notify
subscribe r to obta in his /he r/its agreement and authoriza tion, and the agreement and
authoriza tion sha ll be a rchived with the form (such as fax, le tte r, e -mail e tc).

9.4.6.Disclosure Pursuant to Judicial or Adminis trative

Process

SHECA sha ll be entitled to disclose Confidentia l/Priva te Information if, in good fa ith,
SHECA believes tha t

 Submitting the applica tion through the lega l process required by re levant
agencies pursuant to the provis ions of laws and regula tions .

 Court and other agencies handle the lega l applica tion submitted because of the
dispute of us ing certifica te .

 The formal applica tion of a rbitra tion agency with lega l jurisdiction.

9.4.7.Other Information Disclosure Circumstances

If ce rtifica te subscribe r sha ll authorize SHECA to offe r the priva te information to certa in
object in writing, SHECA could afford the information to the object des igna ted by
subscribe r.

9.5. Inte llectual Property Rights

1. The s ta tement of SHECA owning the inte llectua l property rights .

SHECA holds and rese rves a ll of softwares offe red by SHECA, and a ll sys tem, inte llectua l
property rights including ownership, name right , inte res t-sha ring rights e tc. SHECA sha ll
de te rmine certifica te se rvice software sys tem used by entitie s re la ted with SHECA, to
assure the compatibility and inte rcommunica tion.

All copyright, trademark and other inte llectua l property rights involved in a ll ce rtifica tes
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and software , sys tem, documents offe red by SHECA belongs to SHECA, these
inte llectua l property rights including a ll re levant documents , CP, CPS, s tandard document
and user manua l and so on. Re levant entitie s within SHECA certifica tion sys tem could
use inte rre la tive documents and manua ls , and have the respons ibilitie s and obliga tions to
make some sugges tions of amendment, a fte r obta ining the agreement from SHECA.

The inte llectua l property rights of key which was genera ted by subscribe r be longs to the
subscribe r, but the public key becomes certifica te through the issuance of SHECA, tha t is
to say, SHECA owns the inte llectua l property rights of the certifica te , and sha ll only
provide the right to use for ce rtifica te subscribe r and re lying party.

Without the written agreement of SHECA, users could not use or accept any names ,
trademark, transaction form or its confused name, trademark, form of transaction or
bus iness title .

2. The s ta tement of SHECA using other inte llectua l property rights

The software and hardware equipment, supporting facility and re levant opera tion manua ls
used by SHECA in the certifica tion bus iness sys tem, inte llectua l property rights be long to
re la ted supplie rs , SHECA ensure tha t it is lega l to own corresponding rights , and SHECA
sha ll not infringe the third party rights on purpose absolute ly.

SHECA respects the regis te red trademark s tored in "DN"of ce rtifica te , but the ownership
of regis te red trademark is not assured. If the Certifica te subscribe r’s regis te red trademark
has been occupied by the former applicant, disputes se ttlement resulted from regis te red
trademark and inte llectua l property rights is not in SHECA’s respons ibility .

9.6.Representative and Warranties

9.6.1.CA Representations and Warranties

1. CA warrants tha t

 Infras tructure and certifica tion se rvices a re offe red within the te rms of this CP
and re levant CPS.

 SHECA ensures tha t its priva te key sha ll be s tored and protected secure ly.
SHECA sha ll es tablish and implement security mechanism pursuant to the te rms
of na tiona l re levant policies .

 All activitie s re la ted with certifica tion bus iness sha ll abide by the provis ions of
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laws and regula tions , and agencies in charge of it.

 The re la tionship be tween SHECA and certifica te subscribe r and the re la tionship
be tween SHECA and re lying party sha ll not be same as the re la tionship be tween
agent and client. Certifica te subscribe r and re lying party have not rights to le t
SHECA assume fiducia ry duty in the form of contract or in othe r methods .

 SHECA could not make s ta tement it oppos ite with the above s tipula tions in
indica tion with indica tion, sugges tion or in othe r ways .

2. CA warrants to subscribe rs

Unless othe rwise provided in this CP or the agreement be tween Issuing Certifica te
Authority and subscribe r, SHECA sha ll keep commitment to subscribe r named in the
certifica te :

 Without mis representa tion tha t is suing authority know for deriving from the
issuing agency in the certifica te

 When genera ting the certifica te , ce rtifica tion agencies will not lead to da ta

convers ion errors ,it means they will not cause tha t ce rtifica tion agencies rece ive

incons is tent information in the certifica te because the issuing agency errors .

 The certifica te is sued by Issuing Certifica te Authority to subscribe r sha ll comply
with a ll the subs tantive requirements of this CP.

 Is suing Certifica te Authority sha ll revoke certifica te in accordance with this CP

 Is suing Certifica te Authority sha ll notify subscribe r any known events which could
affect the e ffectiveness and re liability of ce rtifica te fundamenta lly.

These s ta tements a re only to guarantee the subscribe rs inte res ts , and not for the benefit
of any other party or othe r partie s enforcing. If the issuing authority's behavior mee t the
lega l and re levant provis ions of the CP, which sha ll be deemed tha t the issuing agency
make a reasonable e ffort as described above .
3. CA warrants to Re lying Partie s
Issuing Certifica te Authority sha ll warrants to persons who re ly on a ll s igna tures
reasonably in accordance with this CP and re levant CPS (the s igna ture could be verified
by the public key conta ined in the certifica te )

 In addition to unauthentica ted subscribe r information, a ll the information in

certifica te or ce rtifica te merger re fe rence to is accura te .
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 Is suing Certifica te Authority is in full compliance with the provis ions of the CP
and re levant CPS to issue certifica te .

4. CA warrants about the publishment

By re leas ing certifica te in public, is suing authoritie s prove to the re lying party of SHECA
repos itory and reasonably depending on certifica te information: the issuing agency has
issued subscribe r a ce rtifica te , and subscribe r has accepted the certifica te in accordance
with the provis ions of the CP .

9.6.2.RA Representations and Warranties

1. Afte r obta ining SHECA authoriza tion according to the procedures of authoriza tion, RA
warrants tha t:

 Follow the agreements be tween this CP and SHECA, re levant CPS and SHECA,
as well as othe r specifica tions and procedures published by SHECA , rece ive
and process the applicant's ce rtifica te se rvice reques ts , and se t and manage a ll
subordina te ce rtifica tion se rvices agencies based on authoriza tion including RAT,
e tc.

 RA must follow the norms , sys tems opera tion and management requirements
crea ted by SHECA. According to specifica tions published by the SHECA and
CPS, RA has the right to decide whe ther to provide appropria te se rvices for
applicants .

 According to the provis ions of the CP to ensure opera ting sys tem in the security
phys ica l environment, and have the appropria te sa fe ty management and
quarantine measures .

 Accept the management from SHECA, including the qua lifica tion s tandards and
service performance review.

 Admit SHECA has the fina l discre tion se rvice to applicants for a ll ce rtifica tes
se rvice reques ts .

 Sha ll not re ject any s ta tement, change , upda te , upgrade from SHECA,
including but not limited to s tra tegy, s tandards and modifica tion and de le tion of
ce rtifica tion se rvices

 Provide the necessa ry technica l advice for subscribe rs to protect subscribe rs to
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success fully apply for and use certifica tes .

2. RAT Warrants :

 Provide certifica tion se rvices and its own management, RAT must complies

with the re levant provis ions of this CP and re la ted CPS and the authorized

opera tion agreement.

 As Certifica te Services agencies authorized, accept authority qua lifica tion and

management assessment.

 Priva te information will be kept confidentia lity, regardless whe ther this
applica tion is approved.

 Fulfill the respons ibility of identifica tion and services .

 Sha ll not re ject s ta tement, change , upda te , upgrade from SHECA, including but

not limited to modifica tion of s tra tegy, s tandards and additions and de le tions of

ce rtifica tion se rvices .

 Provide necessa ry technica l advice to subscribe rs to enable subscribe rs to

success fully apply for and use certifica tes .

9.6.3. SubscriberRepresentations and Warranties

Once subscribe r accepts a ce rtifica te is sued by Issuing Certifica te Authority, from the time
of acceptance until the ce rtifica te va lid throughout the period, if the subscribe r does not
notice , then the subscribe r is cons ide red reasonably trus ted with a ll information conta ined
in the SHECA certifica te and makes the following guarantees :

 All s ta tements and information filled in the certifica te applica tion form must be
comple te , accura te , true and correct, and willing to take lega l respons ibility for
any fa lse , forged information.
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 If the re is an agent, then both subscribe r and agent take jointly

respons ibility .Subscribe r is respons ible for the agent who makes any fa lse

s ta tements and omiss ions , or notify SHECA and its authorized certifica tion

se rvices agencies .

 The priva te key s igna ture corresponding to public key conta ined in the certifica te

is the subscribe rs own s igna ture , during the s igning, and the certifica te is va lid

and has been accepted by the subscribe r (the ce rtifica te has not expired,

revoked).

 Only use certifica te for the authorized or othe r lawful purpose .

 Subscribe r ensures tha t they don't take the bus iness worked by the issuing

agency (or s imila r ins titutions ), such as use the priva te key in corresponding with

public key conta ined in the certifica te to s ign any certifica tes (or ce rtified in any

other form of public key) or ce rtifica te revoca tion lis t ,unless the subscribe r and

the issuing authority have a written agreement.

 Once accepts ce rtifica te ,it means tha t subscribe r is aware of and accept a ll the

te rms and conditions in the CP, and are aware of and accept the corresponding

subscribe r agreement.

 Once accepts ce rtifica te , the subscribe r should assume the following

respons ibilitie s , a lways mainta ins control of the ir priva te key, uses trus tworthy

sys tems , and takes reasonable precautions to prevent the loss , disclosure ,

a lte ra tion, or unauthorized use of the priva te key.

 Sha ll not re ject any s ta tement, change , upda te , upgrade from SHECA, including
but not limited to s tra tegy, s tandards and modifica tion and de le tion of ce rtifica tion
se rvices .
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9.6.4.Re lying Party Representations and Warranties

When the re lying party trus t any certifica tes is sued by SHECA, it means to ensure :

 Familia r with the te rms of this CPS, unders tanding the purpose of the certifica tes

usage . Relying party is familia r with the te rms of this CP and re la ted CPS, and

unders tands the purpose of the certifica tes usage .

 Before the re lying party trus ts ce rtifica tes is sued by SHECA , re lying party

inspects and audits reasonably, including: checking the la tes t CRL announced

by SHECA , verifying whe ther the certifica te is revoked; checking a ll the

ce rtifica tes re liability appeared in the certifica te trus t pa th ; checking the va lidity

of the certifica te ; and checking other information tha t could affect the va lidity of

the certifica te .

 The re lying party is willing to compensa te SHECA for the losses caused and

bear the resulting loss of se lf or othe rs ,due to negligence or othe rwise viola ting

the te rms of a reasonable inspection,.

 The trus t behavior to ce rtifica tes indica tes tha t re lying party has accepted a ll the

provis ions of this CP, particula rly the discla imer, re jection , and the te rms of the

limiting liability.

 The re lying party sha ll not re ject any s ta tement, change , upda te , upgrade

published from SHECA , including but not limited to modifica tion of s tra tegy,

additions and de le tions of ce rtifica tion se rvices .
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9.6.5.Representations and Warranties of Other

Participants

Advance vendor warrants :

 Advance vendor is required to bear a ll the cos t of the certifica te and pays a ll

according to the provis ions provided by SHECA .

 Advance bus iness 's behavior of advance vendor means advance vendor is

willing and able to assume respons ibility of guarantee ing applicant authenticity

based on this CPS.

 Advance vendor sha ll not re ject any s ta tement, change , upda te , upgrade from

SHECA , including but not limited to modifica tion of s tra tegy, s tandards and

additions and de le tions of ce rtifica tion se rvices .

9.7.Disclaimers of Warranties

Within the scope permitted by laws , Certifica te Practice S ta tement, Subscribe r Agreement,
Re lying Party Agreement and other subscribe r agreement of ce rtifica tion authority sha ll
conta in clauses exempting from certifica tion authority, it includes any warranty of
ava ilability and applicability for ce rta in purpose .

9.8.Limitations of Liability

Within the scope permitted by laws , while assuming any respons ibility and obliga tion, CA
only assumes limited respons ibility within the law.

9.9. Indemnities

For the subscribe r losses caused by CA, CA sha ll indemnify subscribe r, or under the
circumstance where re lying party performs Relying Party Agreement, the losses of
ce rtifica tion authority resulted by certifica tion authority, sha ll indemnify re lying party.
Subscribe r sha ll indemnify certifica tion authority, because of the losses of re lying party
and certifica tion authority caused by subscribe r himse lf/he rse lf/itse lf.
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The re lying party sha ll indemnify the losses of ce rtifica tion authority caused by re lying
party himse lf/he rse lf/itse lf.

The scope , limita tion, deductibles e tc of indemnifica tion, sha ll be specified in the CPS
formula ted according to CP, Subscribe r Agreement and other documents .

9.10. Term and Termination

9.10.1. Term

This CP sha ll take effect s ince it is published, and be a lways va lid before ce rtifica tion
authority te rmina te bus iness , ve rs ion number and re lease da te sha ll be specified by the
document, as new vers ion is published, and it takes e ffect, the origina l ve rs ion sha ll lose
e ffectiveness automatica lly.

9.10.2. Termination

This CP as amended from time to time sha ll remain in force until it is replaced by a new
vers ion.

9.10.3. Effect of Termination and Survival

Afte r this CP te rmina tes ,the audit, confidentia l information, privacy protection, a rchiving,
inte llectua l property involved in this CP, and indemnifica tion and limited respons ibility
involved in te rms sha ll exis t e ffective ly.

9.11. Individual Notices an Communications with

Participants

Unless otherwise specified by agreement be tween the partie s , CA, RA and other entitie s
with UNTSH sha ll communica te with each other with the reasonable way, and sha ll not
take individua l way.

9.12. Amendments

SHECA has the right to revise this CP.SHECA has the right to publish revis ion results with
the form of revised edition on www.sheca .com, or in SHECA repos itory.

http://www.sheca.com
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9.12.1. Procedure forAmendment

Through the authoriza tion of SHECA Security Certifica tion Committee , SHECA Stra tegy
Deve lopment Department sha ll review this CP once a year a t leas t, to ensure tha t CP
meets the requirements of na tiona l laws and regula tions and the la tes t ve rs ion of
CA/Browser Forum Base line Requirements for the Issuance and Management of Publicly
– Trus ted Certifica tes , and sa tis fy the actua l requirements of ce rtifica tion bus iness
opera tion.

This CP must be revised through the approva l and verifica tion of SHECA Security
Certifica tion Committee ——the highes t policy management agency of SHECA afte r
S tra tegy Deve lopment Department puts forward the revis ion report.The revised CP sha ll
be published formally through the approva l of SHECA Security Certifica tion Committee .

9.12.2. Notification Mechanism and Period

SHECA has the right to revise and modify any te rminology, conditions and clauses of this
CP within the proper time , and sha ll not notify any party in advance .

SHECA sha ll publish the revis ion results on www.sheca .com and SHECA repos itory. If
modifica tion of this CP is placed in the specifica tion renewal and notifica tion bar of
SHECA repos itory(check www.sheca .com), it equa ls to modify this CP. These sha ll take
place of any conflicting and des igna ted te rms in origina l ve rs ion.

If ce rtifica te applicant and subscribe r have not decided to revoke the certifica te within 7
days afte r revis ion was published, they sha ll be deemed to agree the revis ion, a ll revis ion
and modifica tion sha ll take effect. Even so, if SHECA publishes revis ion, and the revis ion
could not come into e ffect time ly so tha t SHECA certifica tion se rvice sys tem sha ll be
damaged, then the amendment should be immedia te taken into e ffect from the da te of
re lease .

9.12.3. Circumstance underWhich CP Must be Modified

If the following s itua tion occurs , this CP must be modified:

 The encryption technology deve lops s ignificantly enough to affect the
e ffectiveness of exis ting CP.

 The s tandards of re levant ce rtifica tion bus iness sha ll be renewed.

 Certifica tion sys tem and re levant management regula tions take s ignificant
upgrade or changes .

http://www.sheca.com
http://www.sheca.com
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 The requirements of laws and regula tions and competent department

requirement.

 There is some important de ficiency in the exis ting CP.

 OID of certifica te policy sha ll be modified.

9.13. Dispute Resolution Provis ions

In case of dispute , re levant partie s sha ll resolve it through negotia tions in accordance with
agreements , if negotia tion fa ils , it could be resolved by laws .

9.14. Governing Law

UNTSH opera ted by SHECA, and a ll of its ce rtifica te se rvice activitie s accept "People’s
Republic of China Electronic S igna tures Laws", "Electronic Certifica te Service
Management Measures" and other laws and regula tions of jurisdiction and explana tion of
People’s Republic of China .

No matte r choose of contracts or othe r clauses choose or whe ther commercia l
re la tionship is es tablished in People’s Republic of China , the implementa tion, explana tion,
inte rpre ta tion, e ffectiveness of this CP sha ll apply to the laws of People’s Republic of
China .

9.15. Compliance with Applicable Law

All ce rtifica tion activitie s of SHECA and UNTSH must conform to "People’s Republic of
China Electronic S igna ture Law", "Electronic Certifica tion Services Management
Measures", "Electronic Certifica tion Service Encryption Management Measures" and
other laws and regula tions of Peoples ’ Republic of China .

9.16. Misce llaneous Provis ions

9.16.1. Entire Agreement

The integra ted agreement is composed of CP, CPS, Subscribe r Agreement and Relying
Party Agreement as well as its supplementa l agreement. This CP sha ll a ffect the clauses
and provis ions of rights and obliga tions directly, unless the a ffected party sends identified
information or documents , or as othe rwise provided in this , or e lse ora l revis ion, surrender,
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supplement, modifica tion or te rmina tion. When this CP comes into conflict with othe r rules ,
regula tions or agreements , a ll pa rticipants involved in certifica tion activitie s sha ll be bound
by this CP, but the following agreement is excluded:

 Signing agreement prior to the va lidity da te of this CP

 The contract has clea rly s ta ted tha t it handles a ffa irs of re la ted partie s in place of
this CP, or the provis ions of this CP sha ll be prohibited.

9.16.2. Ass ignment

The respons ibility and obliga tion be tween CA, subscribe r and re lying party could not be
ass igned to other partie s .

9.16.3. Severability

If any clause or applica tion of this CP is inva lid or unenforceable in any reason or in any
scope , the remainder of the CP sha ll remain va lid.

9.16.4. Enforcement

No stipula tion.

9.16.5. Force Majeure

In the extent pe rmitted by applicable law, subscribe r agreement and CPS formula ted in
accordance with the CP sha ll include force majeure clause to protect each party.

9.17. Other Provis ions

No stipula tion.
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Appendix A Definition and Acronyms

Activation Data
It is da ta va lue tha t is necessa ry for opera ting cryptographic module and needs to be
protected. (For example , PIN, password, or manua l controlling key sharing part), ra the r
than key.

Authentication
The course of confirmation individua l, organiza tion or things is the same as cla imed
The process of making sure the individua l, organiza tion or things is the same as cla imed.
In the context of PKI, authentica tion is defined this process tha t make sure some specia l
name applies or trie s to vis it some things is the right individua l or organiza tion.

Certification Authority
The authority trus ted by users is respons ible for crea ting and dis tributing public key and
certifica te . Some time , ce rtifica tion authority could a lso crea te key for use rs .

CA-certificate
The certifica te is is sued by another CA for a public key of CA.

Certificate Policy
A set of naming rules , a re used for indica ting the applicability of a specific body and (or)
applica tion type with the same requirements of security. For ins tance , a specific CP could
indica te tha t ce rta in type of ce rtifica te is applied to verify the partie s participa ting in B-to-B
transaction activitie s , for a given price range of the product and se rvice .

Certification Path
An ordered sequence of ce rtifica tes (including the public key of initia l object in pa th), could
obta in the public key of end-use r object by handling the sequence .

Certification Practice Statement
The s ta tement with respect to practices adopted during the course of ce rtifica te is suance ,
management, revoca tion or renewal (or re -key).

Identification
The course of es tablishing the identity of individua l or organiza tion, for example , sha ll
indica te tha t someone or some organiza tion is specific individua l or organiza tion. In the
context of PKI, identifica tion re fe rs to two courses :
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A confirm tha t someone or some organiza tion the given name is associa ted with the
actua l identity of the individua l or organiza tion in the rea l world.

A confirm tha t the named individua l or organiza tion is the individua l or organiza tion who
applies for or trie s to access something. The person who seeks to identifie r may be
certifica te applicant, or the applicant in PKI trus ted pos ition, or the individua l who trie s to
access ne twork or applies software .(such as CA adminis tra tor trie s to access CA sys tem).

Issuing Certification Authority
In the specific context of CA certifica te , Is suing certifica te authority is CA tha t is sues
ce rtifica te . (See subject CA)

Participant
The individua l or organiza tion plays a role in given PKI, such as subscribe r, re lying party,
CA, RA, certifica te -genera tion authority, repos itory-se rvice provider, or s imila r entity.

Policy qualifier
The information of re lying on policy, may be saved toge the r with the CP identifie r in the
certifica te conforming to X.509 format. The information may conta in the URL of CPS or
Relying Party Agreement, the words of ce rtifica tes usage clause (or number of caus ing
words to appear)

Regis tration Authority
Entitie s with one or more functions as follows : identifying and verifying certifica te applicant,
rece iving or re jecting certifica te applicant, initia l ce rtifica te revoca tion or suspens ion under
ce rta in circumstances , handling reques t of ce rtifica te revoca tion or suspens ion, rece iving
or re jecting the reques t of ce rtifica te renewal or re -key. However, RA does not is sue
certifica te (in othe r words ,RA assumes some tasks in place of CA). [Memo:Loca l
regis tra tion authority (LRA) used in other documents is the same conception]

Relying party
Certifica te recipient re lie s on the certifica te and (or) the digita l s igna tures verified by the
certifica te . In this s tandard, the te rm "user" and "re lying party" could be used
inte rchangeably.

Relying party agreement
The agreement be tween certifica tion authority and re lying party, usua lly provides the
rights and obliga tions of two s ides during the course of verifying digita l s igna tures or in
othe r ways .

Subject Certification Authority
In the specific context of CA certifica te , subject CA is CA whose public key is verified in
the certifica te .(See issuing certifica te authority)
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Subscriber

Certifica te subject is is sued a certifica te .

SubscriberAgreement
The agreement be tween CA and subscribe r, provides the rights and obliga tions of two
s ides during the course of is suing and managing certifica te .

UniTrust Network Trust Service Hierarchy
It is an open key infras tructure es tablished and opera ted by Shangha i Electronic
Certifica tion Authority Co.,ltd,(acronymed SHECA), ca lled UNTSH, offe ring e lectronic
ce rtifica tion se rvices based upon digita l ce rtifica te . SHECA is es tablished as third-party
e lectronic ce rtifica tion authority, devoted to crea te harmonious ne twork trus t environment,
and provides secure , re liable , trus ted digita l ce rtifica te se rvices for inte rne t use rs .

Validation
It is the course of identifying certifica te applicants . Va lida tion is subse t of identifie r, and
re fe rs to identifie r during the course of es tablishing the identity of ce rtifica te applicant.
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